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Figure 1: In a randomized online experiment (N = 210), we simulated a smart home setup procedure (left) to investigate
nudges (center) with the aim of fostering secure smart home configurations. For a set of standard smart home devices (e.g.,
smart speaker, right), users were prompted with both, security-enhancing options and options with no security impact. We
found that nudges providing a detailed description of threats and countermeasures led users to choose more secure options.

ABSTRACT

While offering many useful features, novel smart home devices
also provide an attack surface to users’ allegedly secure place: their
homes. Thus, it is essential to employ effective threat mitigation
strategies, such as securely configuring devices. We investigate
how users can be motivated to do so. To foster secure actions, we
designed two types of nudges based on the Protection Motivation
Theory (PMT): one with low and one with high level of detail. As
such, our nudges particularly target users’ threat appraisal (includ-
ing perceived severity and likelihood of threats) and self-efficacy
to take action. In a randomized online experiment (N = 210), we
simulated a smart home setup procedure. Participants chose sig-
nificantly more secure configurations when being provided with
detailed nudges, and indicated higher perceived threat and coping
appraisal (i.e., higher protection motivation) after the experiment.
Based on our results, we discuss the design and deployment of
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nudges for (future) smart home setup procedures. Our work can
help to a) increase users’ threat awareness in general, and b) moti-
vate users to take actions such as securely configuring their devices.
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1 INTRODUCTION

Smart home devices are on the rise with a continuous market
growth since 2016'. Such devices serve a rich variety of purposes
including, but not limited to, home automation or sustainable en-
ergy consumption [31]. At the same time, such devices are prone to
novel attacks and threats [4, 46], both from within and outside the
home [21]. For example, attackers might be able to inject malicious

Uhttps://www.statista.com/statistics/682204/global-smart-home-market-size/, last ac-
cessed January 17, 2022
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code on devices not properly configured and, hence, get access to
the smart home’s data and/or make it unusable [3]. Moreover, the
potential for “cyber-physical” attacks is a growing concern: attack-
ers might not only get access to digital, but also physical assets [22].
For instance, burglars could identify absence of owners based on
presence sensor data [3].

Key to mitigating attacks is the proper configuration of smart
home devices. The setup and configuration of smart home devices
is commonly done by end users rather than by security experts. Yet,
lay users might either not be aware of security and privacy issues
or not consider themselves knowledgeable enough to configure
their devices securely and, hence, not be motivated to invest time
in the secure setup of new devices. This is particularly worrisome,
as even a single vulnerable device can substantially increase the
attack surface on users’ home network. With one’s home generally
considered to be a “secure place”, helping users configure their
devices securely can help reclaiming parts of this notion.

To address the aforementioned challenges, it is essential to gen-
erate awareness and motivate users to employ secure configurations
as a means for threat prevention. To this end, we use the Pro-
tection Motivation Theory (PMT) [37] as theoretical framework.
According to this theory, users’ protection motivation is impacted
by two major factors: 1) their awareness for threats, including in-
dividual consequences (threat appraisal), and 2) their confidence
to cope with threats and apply adequate countermeasures (coping
appraisal). These factors can efficiently inform the design of nudges,
that ultimately lead to more secure decisions in security and privacy
contexts [40, 41, 47].

We investigate the question “How can end-users’ motivation to
configure their smart home devices (more) securely be increased?”
Based on the PMT, we built two types of nudges for the context of
smart home configurations, differing in their levels of detail (see
Table 1): low (with basic information) and high (with detailed infor-
mation on threats and countermeasures). In a randomized online
experiment (N = 210), participants were asked to complete a simu-
lated smart home setup procedure with three typical smart home
devices — a router, a light bulb, and a smart speaker — while being
exposed to either type of nudge or a control message (Figure 1).
Users could configure each of the devices by choosing several secure
actions (e.g., changing the router’s default password or updating
the light bulb’s firmware).

We found that participants exposed to nudges chose significantly
more secure actions compared to a control group with simple in-
structions. While high detail nudges result in the largest change
of user behavior, we found that already low detail nudges lead to
improved behavior. In line with the PMT, we also found that ex-
posure to either type of nudge increased participants’ protection
motivation along several dimensions. These results show that in-
creasing users’ motivation can help them to protect their home by
employing secure configurations.

We conclude with a discussion around the design and deploy-
ment of PMT-inspired nudges in the context of smart home config-
urations. We hope our work to inform future nudge designs and
mechanisms to ultimately support users securing their homes.
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2 BACKGROUND & RELATED WORK

In this section, we highlight the need for secure configurations of
smart home devices (cf. security and privacy in smart homes, 2.1),
introduce the Protection Motivation Theory (2.2), and illustrate
prior work applying nudges in usable security research (2.3) .

2.1 Smart Home Security & Privacy

Smart home devices provide great benefits to users for various
application cases [31]. However, privacy and security concerns are
growing. Smart devices collect and access potentially sensitive user
data (e.g., [13]) to serve their rich functionalities. At the same time,
devices are also prone to threats [46]. Potential attacks can originate
from outside, but also from within the home [21].

Consequences of attacks towards the home are severe. Attackers
with physical access to a smart home device could get access to per-
sonal data and credentials stored on (unsecured) devices. Attackers
who gain remote access to presence data collected by a smart home
could identify chances for physical burglary [3]. Furthermore, at-
tackers could manipulate devices or automation routines [39], and,
ultimately take over control of the smart home system and make
it unusable [3]. As both, physical and digital attacks are blending,
such attacks are commonly referred to as cyber-physical [3, 22].

Mitigation & Countermeasures. To preserve privacy and secu-
rity in the sensitive context of smart homes, employing appropri-
ate measures is essential [3, 5, 7, 22, 46]. This not only includes
increasing users’ awareness [34], but also changing default con-
figurations and employing secure authentication or access control
mechanisms [3, 21, 22, 46]. However, the design of such mechanisms
is challenging [21, 33, 35]. Current privacy and security interfaces
are oftentimes of limited usability [8, 39] or are poorly integrated
in devices and thus rarely used [26]. Another challenge is that man-
ufacturers as well as end-users tend to focus on functionality and
convenience rather than security in the first place [46]. It is, thus,
essential to motivate users to actively take action [39].

2.2 Protection Motivation Theory (PMT)

First introduced in 1975, Rogers’ Protection Motivation Theory
(PMT) describes the impact of fear appeals on human behavior [36,
37]. At the core of the PMT are two cognitive processes, influenc-
ing people’s protection motivation: Threat Appraisal and Coping
Appraisal. The higher individuals perceive these components, the
higher their motivation to take action and protect themselves [37]).
The threat appraisal comprises users’ perceived threat severity and
vulnerability, which should outweigh the perceived maladaptive
rewards (i.e., perceived benefits of not changing the own behav-
ior) [15, 36]. For the coping appraisal, users’ perceived self- and
response efficacy need to outweigh the perceived response cost to
increase motivation [11, 15, 36].

PMT in the Smart Home Context. The PMT factors can serve
as predictors for consumer behavior related to smart home devices.
In particular, users are willing to engage in privacy protection as
long as they consider themselves able to (efficacy) and the response
cost is not too high [11]. Moreover, users who secure their home
networks are significantly impacted by their perceived severity,
response efficacy, self-efficacy, and response cost [45].
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Table 1: Example Nudge Texts for the Smart Speaker: Nudge content for both PMT components, threat and coping appraisal,

in the low and high detail version, respectively.

Threat Appraisal Coping Appraisal

Low Detail Smart Speakers are risk-prone: You can easily minimize the risk yourself:
Poorly configured smart speakers are very likely to be hacked. Potential risks are leakage of ~ Best practices include e.g. changing the manufacturer’s default configurations.
personal data and/or financial damage.

High Detail ~ Smart Speakers are risk-prone: You can easily minimize the risks yourself:

Poorly configured smart speaker devices are likely to be hacked. Potential consequences can

be severe for the end-users. Read here what happened to other users: [web links]
But users are active:

Over 77 percent of smart home device owners in your area are actively protecting themselves

with proper configuration of their smart speaker.

Best practices for smart speakers are:

e connect to a secure network

e review and adjust privacy configurations

e change the default wake word

Effort for a secure setup:

The additional time needed for a secure configuration is appr. three minutes.

2.3 Nudging in Privacy and Security Contexts

Thaler and Sunstein introduced nudging as a means to predictably
alter users’ behavior by subtly changing the “choice architecture” [28].
In privacy and security contexts, nudging can help users to act ac-
cording to their preferences and needs [40]. In particular, nudges
with clear information can support privacy and security decisions [2,
23] (e.g., creating secure passwords or choosing secure cloud ser-
vices [47]), and ultimately lead to more secure behaviors. In the
context of smart homes, nudges displayed in a smartphone inter-
face can influence users’ energy-saving behavior [25]. We consider
smart homes as a security and privacy critical context, and aim to
nudge users to more secure and privacy-protecting decisions.

PMT-Inspired Nudges. Prior research designed nudges inspired
by the PMT constructs to evoke users’ protection motivation. Nudges
inspired by the PMT have been used in prior work to resolve mis-
conceptions towards privacy tools [41], and to foster the adoption
of security-enhancing technologies (e.g., mobile payment) [40].

2.4 Summary

Prior research designed nudges to evoke users’ protection motiva-
tion and, ultimately, lead to more secure and privacy-protecting
decisions [23, 40, 41, 47]. In the particularly sensitive context of
smart homes, secure behavior (i.e., device setup) is crucial to be
protected against cyber-physical attacks [3, 22]. However, many
users are unaware of potential threats to their smart home and/or
lack the efficacy to take action. Hence, it is crucial to motivate users
to actively take appropriate countermeasures [39].

We focus on increasing smart home users’ motivation to actively
protect their homes against threats. Using the Protection Motivation
Theory (PMT), we designed nudges to motivate them and help them
take more secure decisions during a smart home setup procedure.
We derive the following research questions for our work:

RQ1: How do PMT-inspired nudges impact users’ configuration
choices in the smart home context?

RQ2: How do PMT-inspired nudges impact users’ protection moti-
vation in the smart home context?

3 PMT-INSPIRED NUDGES FOR SECURE
SMART HOME CONFIGURATIONS
To target users’ protection motivation in the context of smart homes,

we created two types of text-based nudges, with Low and HIGH
level of detail. Table 1 shows an example.

Nudges targeting the PMT constructs can be an efficient means
to foster secure behavior and the adoption of security-enhancing
technologies [40, 41]. Moreover, previous work found the combi-
nation of both, threat and coping appraisal, to be more effective
than targeting just one dimension [36, 42, 43]. Hence, we designed
both nudge versions to particularly target users’ perceived threat
severity and vulnerability (by, e.g., providing concrete examples of
risks and consequences), as well as perceived efficacy and response
cost (by, e.g., describing necessary steps to employ appropriate
countermeasures and estimated time).

For three sample devices, we created Low DETAIL nudges pro-
viding a short and general message, and HIGH DETAIL nudges with
longer descriptions. The Low DETAIL versions are closely adapted
from related work [42, 43].

Prior work showed that abstract risks (as shown in the Low
DETAIL version) are often perceived likely, but only moderately
severe [18]. At the same time, raising users’ risk perception can in-
crease their protection motivation in the context of smart homes [10].
Combining nudges with educational information about why users
are being nudged can foster active decision making in cyber secu-
rity [47]. These findings motivate our HIGH DETAIL nudge version.
Following Story et al’s suggestion that nudges should be designed
in such a way that they can help users protect from well-defined
threats [41], we added concrete real-world examples to the HIGH
DETAIL versions. We also emphasize the efficacy of the proposed
countermeasure [41] by showing concrete steps and estimated time.

In summary, our nudges address the components of the PMT as
follows (cf. Table 1):

Low Detail Nudge To target users’ threat appraisal, this nudge
illustrates potential threats (severity) and their high likeli-
hood (vulnerability) for poorly configured devices. As for
the coping appraisal, this nudge provides basic instructions
to mitigate threats (self- and response efficacy).

High Detail Nudge In addition to the information from the low
detail version, this nudge provides the following details: For
threat appraisal, it comprises concrete examples for threats
(severity) and consequences (vulnerability) using web articles
on cyber attacks towards the respective device. Addition-
ally, we used information about social expectations (“norm
nudging” [6]) to indicate the desired behavior and minimize
maladaptive rewards. For coping appraisal, it provides de-
tailed instructions for appropriate countermeasures (self-
and response efficacy) and estimated time (response cost).
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4 METHOD

In a randomized online experiment (N = 210), we tested the effects
of our nudge designs (LOW DETAIL vs HIGH DETAIL) on participants’
smart home protection motivation. This study was approved by an
IRB at LMU Munich, under EK-MIS-2021-076.

4.1 Apparatus

To test our hypotheses and measure the impact of nudges on user
behavior, we developed a web-based smart home setup simulation
using Directus?, React?, and Material Design? (Figure 1). The sim-
ulation replicated the standard procedures of smart home setup
processes and implemented a storyline covering three common
smart home devices and a total of 15 different configuration op-
tions. The setup procedures comprised both, security-enhancing
configuration options (Secure Actions), and options with no direct
security impact (Additional Actions®). Table 2 shows an overview.
Three smart home devices were simulated in the experiment — a
WiFi router, a smart speaker, and a smart light bulb. The devices
were selected considering popularity, vulnerability to risks, and op-
tions for security measures. The respective setup procedures were
derived from real devices. During the simulation, a smartphone app
guided participants through several setup steps (Figure 2).

P

Vg, e WG

Router Setup *

SPEED ROUTER 3000

[togin: Networkname: my_network
Admin Password:
admin?788

MAC Address: 23784613435

WPAKEY: 123WPAKEY

Figure 2: Smart Home Configuration Simulation: The web-
based application showed a simulated smartphone app (left)
and the device under configuration (here: router).

4.1.1 Collected Data. During the simulation, we collected multi-
ple data points. We recorded which secure actions were taken, the
password strength chosen, the time spent configuring devices, and
a pre-/ post-experiment assessment of participants’ smart home
protection motivation using a questionnaire.

Secure Actions. Participants could perform several configuration
steps for every smart device. To assess their motivation to secure
their smart home devices, we recorded how many Secure Actions
participants performed during the simulation. Table 2 provides an
overview of the possible configuration options.

thtps://directusio/, last accessed June 01, 2021

Shttps://reactjs.org/, last accessed June 01, 2021

“https://material.io/design, last accessed June 01, 2021

>Note: some of the Additional Actions might have an indirect impact on security that
we did not consider in our analysis.
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Table 2: Configuration Options: Overview of the configura-
tion options for each smart home device in the simulation
including both, Secure Actions and Additional Actions.

Secure Actions Additional Actions

change default password
router create guest network
refresh WPA key

change network name
change connection type
change timezone

adjust privacy settings
smart speaker  select segmented WiFi
change wake word

register/ login
adjust language
change timezone

update firmware
select segmented WiFi

change device name

smart bulb .
change timezone

Password Strength. The configuration of the smart speaker re-
quired the creation of a user account. Reflecting participants’ mo-
tivation to secure their account, we tracked the strength of the
selected password. Note that both nudge designs hinted to chang-
ing default configurations (including passwords), however we did
not include explicit guidelines for secure passwords. Using a popu-
lar npm package®, we assigned passwords numerical categorical
values (0 = Too weak, 1 = Weak, 2 = Medium, 3 = Strong). The algo-
rithm considers diversity (lowercase, uppercase, numbers, symbols)
as well as length. The strength was calculated locally in participants’
browsers and only the final scores were stored.

Time. We tracked participants’ time spent in the simulation as
an indicator for motivation. Since different types of nudges were of
different length, the time spent reading nudges was excluded, i.e.
we recorded the time between “Start Setup” and “Finish Setup”.

Smart Home Protection Motivation. Grounding our experiment
in the Protection-Motivation-Theory (PMT), we hypothesize that
nudges would affect participants’ motivation to secure their smart
devices. To understand how the different PMT constructs would be
influenced, we adapted a survey instrument by MacDonell et al. to
the smart home context [30]. Answers were collected on a 7-point
Likert scale ranging from “completely disagree” to “completely
agree”, with one item per PMT construct (see Table 3).

Table 3: PMT-Questionnaire: Questions to assess users’
smart home protection motivation pre- and post-
experiment.

Question PMT construct

If my smart home devices was hacked, it would have severe  Severity

consequences for me.

There is a high chance that my smart home devices are tar- ~ Vulnerability

gets of cyber attacks.

Leaving the default settings on my smart home devices saves ~ Maladaptive Intrinsic Rewards
me time and energy.

It is common to leave the standard settings set by the man- ~ Maladaptive Extrinsic Rewards
ufacturer.

T know how to configure my smart home devices securely. Self-efficacy

Secure configurations of my smart home devices are good  Response Efficacy

protection against cyber attacks.

Secure configurations of smart home devices are a great ef-  Response Cost

fort for me.

®https://.npmjs.com/package/check-password-strength, last accessed June 01, 2021
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Figure 3: Experiment Procedure: Participants (1) were introduced to the scenario, (2) filled the PMT-questionnaire, (3) com-
pleted the simulation, (4) filled the PMT-questionnaire, and (5) provided demographics and prior smart home experience.

4.2 Experimental Design

To investigate the influence of nudges on users’ configuration be-
havior, we implemented a between-subjects design [27] with one
independent variable (type of nudge) which could take one of three
forms: No nudge (control group), Low DETAIL nudge, and HIGH
DETAIL nudge. Participants were exposed to only one type of nudge
throughout the study. Thus, we designed six nudges: one LOW DE-
TAIL and one HIGH DETAIL nudge for each of the three smart home
devices (router, smart speaker, smart light bulb). The control group
was shown no nudge. Participants were randomly assigned to one
of the groups prior to the start of the simulation.

As dependent variable we measured the total number of Secure
Actions participants applied during the simulation, the time partici-
pants spent for the configuration, and the password strength for the
smart speaker’s account.

4.3 Procedure

The experiment was administered online and could be accessed
through a web browser using a desktop computer. All data was col-
lected anonymously. The detailed procedure was as follows (Fig. 3):

1) Scenario Description. To immerse participants in the scenario, we
provided a textual description. They should imagine that they
just bought a couple of smart home devices and their task was
to now set them up in their home.

2) Pre-PMT-Questionnaire. Participants then filled in the PMT-ques-
tionnaire (see Table 3) to assess their protection motivation.

3) Smart Home Configuration Simulation. The setup simulation
comprised the configuration of three devices, namely (1) router,
(2) smart speaker, and (3) smart light bulb, in this exact order. We
assumed this order to align with real-world setup procedures.
Before participants could start setting up each device, they were
exposed to the treatment of our experiment - they were shown
a nudge on the simulated smartphone screen.

4) Post-PMT-Questionnaire. We again collected participants’ protec-
tion motivation using the PMT-questionnaire (Table 3).

5) Demographics. We additionally collected demographic informa-
tion and data on past smart home and cyber attack experiences.

Participants were randomly assigned to one group (control, LOW DE-
TAIL, HIGH DETAIL) and exposed to the same type of nudge through-
out the complete configuration simulation. The order of the PMT-
questions was randomized to avoid order effects bias.

4.4 Participants

We recruited our sample via Prolific’, an online service specialized
on providing a subject pool for research [32]. Participants were
required to have a desktop computer and be fluent in English. Our
final sample consisted of 210 participants, out of which 115 (55%)
were female, 89 (42%) were male, two indicated “other” and four
participants preferred not to say. The average age was 25.3 years
(MIN 18, MAX 69, SD11.9). A total of 117 participants stated to own
at least one smart home device and 11 participants reported having
experienced cyber attacks. Attacks mainly targeted their social
media (N = 6), gaming (N = 1), or banking (N = 1) accounts. Two
participants reported attacks towards their devices (one computer,
one smartphone), and one reported a phishing attack.

4.5 Limitations

Our sample is rather young (mean age 25.3) and based in western
countries. Hence, our results may not apply to the general public
and to other cultures. We conducted the study online using a simu-
lation. Thus, we can only make limited assumptions about actual
behavior as privacy and security preferences may differ from actual
behavior (cf. the “privacy paradox” [17]). However, online studies
have been shown to be an effective means in HCI research [44].

5 RESULTS

Given the between-group design, our sample can be divided into
three groups: (1) control group, which saw No nudge (N = 70), (2)
LOW DETAIL group, which saw the low detail versions of the nudges
(N = 70), and (3) HIGH DETAIL group, which saw the high detail
versions of the nudges (N = 70). All statistical tests are conducted
with a = 0.05 as threshold for statistical significance. Moreover,
with a sufficiently large sample size per group (>30), the central
limit theorem allows us to assume a normal distribution for all
statistical tests in the following [1].

5.1 RQ1: Configuration Choices

Addressing RQ1, we look into users’ configuration choices during
our simulation. In particular, we analyzed the number of secure
actions, time spent for the configuration, and password strength.

5.1.1 Secure Actions. Participants’ number of performed secure
actions during the simulated setup procedure differs between the
three groups (cf. Table 4). In particular, participants in the control

https://prolific.co/, last accessed September 01, 2021
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1 - Strongly Disagree 2 - Disagree 3 - Slightly Disagree

Severity
Vulnerability
int. Rewards
ext. Rewards
Self-Efficacy
Response-Eff.

Response Cost

100% 75% 50% 25% 0% 25% 50% 75% 100%

(a) Pre-PMT Questionnaire

4 - Neither Agree nor Disagree

Prange et al.

5 - Slightly Agree 6 - Agree 7 - Strongly Agree

Severity
Vulnerability
int. Rewards
ext. Rewards
Self-Efficacy
Response-Eff.

Response Cost

100% 75% 50% 25% 0% 25% 50% 75% 100%

(b) Post-PMT Questionnaire

Figure 4: Participants’ smart home protection motivation in the high detail group before and after the experiment.

group performed on average the fewest number of secure actions
(mean 2.51), followed by participants in the low detail group (mean
2.93). Participants in the high detail group performed on average
the most secure actions (mean 3.79). A Levene’s-Test [29] showed
significant difference in variance between the groups (F(2,207) =
13.019, p < 0.001), violating the homogeneous variance assumption
required to use ANOVA [9, 14]. Hence, we used Welch’s ANOVA,
which relaxes the homogeneity of variance assumption [9].

Table 4: The number of Secure Actions per treatment group.

Group Mean SD Median Min Max
control 2.51 1.45 2 0 6
low detail 2.93 1.62 3 0 7
high detail 3.79 2.21 4 0 7

Testing with Welch’s ANOVA showed that the number of secure
actions taken differed significantly between the groups (F(2, 134.62) =
8.0468,p < 0.001). Since Welch’s ANOVA only states the existence
of a difference, we conducted an additional pair-wise post-hoc anal-
ysis between the groups. We used a Games-Howell post-hoc test as
it is suited for comparing groups with unequal variances [16, 38].
The analysis revealed a significant difference between the number
of secure actions between the HicH DETAIL and the control group
(p < 0.001) and between the HiGH DETAIL and Low DETAIL group
(p = 0.027). The difference between the control group and the Low
DETAIL group was not statistically significant (p = 0.252).

5.1.2  Time. Participants in the high detail group spent on average
the most time on device configurations (mean = 3.12mins, SD =
1.36, MIN = 0.43mins, MAX = 7.19mins), while participants in the
low detail group spent less time on average (mean = 2.90mins, SD =
1.07, MIN = 0.99mins, MAX = 5.88mins). Participants in the con-
trol group spent on average the least time (mean = 2.73mins, SD =
1.06, MIN = 0.28mins, MAX = 5.20mins). A Levene’s-Test [29]
showed no significant difference in variance between the groups
(F(2,207) = 1.2341,p = 0.293). An ANOVA showed no statistical
differences between the groups (F(2,207) = 4.71, p < 0.056).

5.1.3  Password Strength. Looking at the average password strength,
the descriptive results are less clear. The control group shows the
lowest average password strength with a score of 1.32 (SD =
0.92, MIN = 0, MAX = 3), followed by the high detail group
with a mean of 1.37 (§D = 0.98, MIN = 0, MAX = 3). The most

secure passwords were entered by participants from the low detail
group achieving an average strength of 1.53 (SD = 0.94, MIN =
0, MAX = 3). A Levene’s-Test [29] showed no significant difference
in variance between the groups (F(2,207) = 0.0292,p = 0.971). We
therefore used ANOVA. The results showed no statistical differ-
ences between the groups (F(2,207) = 0.083,p = 0.774).

5.2 RQ2: Protection Motivation

In addition to participants’ configuration choices, we collected par-
ticipants’ smart home protection motivation with a survey in a
pre-/ post-experiment assessment. After a visual inspection, we
conducted a more detailed analysis for each PMT construct. We
compared the answers to each item before and after exposure to the
treatment during the experiment. We used the Wilcoxon-Signed-
Rank-Test to test for statistical significant differences for each treat-
ment group. The results are described in Table 5. In the control
group, no statistically significant difference was found in any di-
mension. For the low detail group, the Wilcoxon-Signed-Rank-Test
showed a significant change in perceived intrinsic (-0.58, p=0.0013)
and extrinsic maladaptive rewards (-0.31, p=0.0041), as well as self-
efficacy (+0.34, p=0.0299) and response efficacy (+0.31, p=0.0172). In
simple words, after being exposed to the experiment, participants
of the low detail group felt less intrinsic and extrinsic rewards from
not changing their behavior. They felt more able to configure their
smart home devices securely, and believed that configuring devices
would be an effective response.

For the high detail group, the Wilcoxon-Signed-Rank-Test showed
a significant change along the following dimensions: vulnerability
(+0.55, p=0.0024) increased, intrinsic maladaptive rewards decreased
(-0.24, p=0.0052), self-efficacy increased (+0.86, p<0.001), response
efficacy increased (+0.68, p<0.001), and response cost decreased
(-0.35, p<0.0281). In simple words, after being exposed to the ex-
periment, participants of the high detail group felt it was more
likely their devices could be targets of cyber attacks and perceived
less intrinsic rewards from not changing their behavior. They felt
more able to configure their smart home devices securely, believed
that configuring devices would be an effective response, and were
less inclined to think that doing so would be a great effort for
them. Figure 4 shows an overview of participants’ answers pre- and
post-treatment for the high detail group.
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Table 5: Comparison of the Pre-/Post-PMT-Questionnaire per Group. The results are as follows: 1) no statistically significant
differences in the control group (No nudge); 2) significant differences for the intrinsic and extrinsic maladaptive rewards,
self-efficacy, and response efficacy dimensions in the Low DETAIL group; 3) significant differences for vulnerability, intrinsic
maladaptive rewards, self-efficacy, response efficacy, and response cost in the HIGH DETAIL group.

1) No nudge 2) LOW DETAIL nudge 3) HIGH DETAIL nudge
pre-treatment post-treatment pre-treatment post-treatment pre-treatment post-treatment
mean median mean median p-value | mean median mean median p-value | mean median mean median p-value
Severity 5.07 5.50 5.11 5.50 0.7115 5.16 5.00 5.17 5.00 0.8616 5.13 5.00 5.37 6.00 0.1400
Vulnerability 3.76 4.00 3.93 4.00 0.1421 3.96 4.00 4.13 4.50 0.3624 3.94 4.00 4.59 5.00 0.0024"*
Intr. Reward 4.51 5.00 4.50 5.00 0.9597 4.87 5.00 4.29 5.00 0.0013* 5.13 5.00 4.49 5.00 0.0052"*
Extr. Reward 5.79 5.00 4.83 5.00 0.9762 5.11 5.00 4.80 5.00 0.0041* 5.41 6.00 5.09 5.00 0.0658
Self-Efficacy 4.79 5.00 4.84 5.00 0.7939 4.99 5.00 5.33 6.00 0.0299* 4.73 5.00 5.59 6.00 0.0000"
Resp. Efficacy 5.43 6.00 5.57 6.00 0.4402 5.73 6.00 6.04 6.0 0.0172* 5.43 6.00 6.09 6.00 0.0000"
Resp. Cost 5.00 5.00 4.81 5.00 0.5192 4.43 4.00 4.30 5.00 0.5508 4.69 5.00 4.34 5.00 0.0281*

6 DISCUSSION

We found that both types of nudges resulted in desirable behavior
change compared to the control group, with statistically significant
changes in the HIGH DETAIL group. In the following, we summarize
and discuss these results, including potential future designs and
deployments of nudges for the smart home context.

6.1 Overview

In line with related work [40, 41], we found that PMT-inspired
nudges can increase users’ protection motivation: the pre- and
post-assessment of protection motivation shows changes along all
dimensions for participants in the Low DETAIL as well as the HIGH
DETAIL group. In particular, negative components (e.g., response
cost) were perceived lower, while positive components (e.g., self-
efficacy) were perceived higher after exposure to the nudges.

Looking at our specific context, i.e. configuration of a smart
home setup, the descriptive statistics showed increased means in
the desired direction along all observed categories in both groups
with nudges (low and high detail): more secure actions, longer
configuration time, stronger passwords (see Table 6). While longer
configuration time might seem undesirable, related work showed
that such delays are acceptable for users as long as the threat is
clear to them [12]. As such, our HIGH DETAIL nudges (including
specific risks [18] and educational content [47]) led to statistically
significant improvement of the number of secure actions. We spec-
ulate that the more concrete descriptions in the high detail version
helped participants relate the potential security threats back to
themselves, by increasing their perceived vulnerability and severity
according to the PMT.

To summarise, our results show that designing PMT-inspired
nudges resulted in a) changes in user behavior - i.e., more secure
configuration actions taken during the setup procedures, and b)
change in users’ perception of both, threat and coping appraisal, in
the context of smart homes. In the following, we discuss practical
implications and map out paths for future research.

6.2 Designing Nudges for Smart Homes

In line with related work [36, 40-43], our results indicate that
nudge designs targeting the PMT components (threat and coping
appraisal) can be effective in increasing users’ protection motiva-
tion. Moreover, we found that high detail nudge designs including
specific risks [18] and educational content [47] were highly effec-
tive in provoking secure actions and decisions. In particular, our

Table 6: Summary of Results: Both, user behavior (secure
actions, time spent, password strength) and the pre/post
change rate of PMT items (measured smart home protection
motivation), moved in the desired direction.

control low detail  high detail

Secure Actions 2.51 2.93 3.79
Time Spent 2.73 mins 2.90 mins 3.12 mins
Password Strength 1.32 1.53 1.37
Severity +0.04 +0.01 +0.24
Vulnerability +0.17 +0.17 +0.55"
Intr. Reward -0.01 -0.58* -0.24*
Extr. Reward -0.04 -0.31% -0.32
Self-Efficacy +0.05 +0.34* +0.86"
Resp. Efficacy +0.14 +0.31* +0.68"
Resp. Cost -0.19 -0.13 -0.35"

high detail nudge version provided graspable details on possible
consequences and concrete suggestions for countermeasures, while
still being concise with low reading effort. In contrast, the low detail
nudge design with rather abstract content was not as effective.

Hence, we argue that future nudge designs should address both,
threat and coping appraisal, in sufficiently high detail to achieve
high protection motivation. Also, providing concrete examples of
possible consequences can help to increase awareness, perceived
severity, and vulnerability. By providing a simple estimate of re-
quired time and detailing required steps, users’ perceived response
cost, self- and response-efficacy can be addressed (i.e., increase
efficacy while decreasing perceived response cost).

In our web-based simulation, we tested text-based nudge con-
tent enhanced with web-links. Future nudge designs could explore
other visual designs, as these can enhance users’ understanding
of privacy- and security-related aspects [24]. Audio-based content
could be employed in cases a display is not necessarily available, e.g.
for the configuration of smart speakers or door locks. Other nudge
designs could use personalized examples [19] or adapt to users’
characteristics [20]. For instance, nudges could adapt to users’ gen-
eral protection motivation: for users with low default motivation,
higher effort would need to be taken to convince them to adapt
secure behaviors. For users who are highly motivated per se, nudges
can help them to act according to their privacy and security needs.

Finally, such nudges can be designed for various contexts. Threats
are increasingly ubiquitous with advances in technology, and effec-
tive threat prevention is required in many contexts. For instance, in
private environments such as the home, nudges can help lay users
to employ effective threat prevention in their own environment.
Nudges could also be employed to help users who visit foreign
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public or private environments, to increase their awareness and
motivation to counteract threats. In office environments, where usu-
ally dedicated persons are in charge of employing threat prevention,
nudges can help them to protect others.

6.3 Deploying Nudges for Smart Homes

In our study, users were exposed to the nudges in a web-based
simulation of a stringent smart home setup with a fixed order:
router, smart speaker, light bulb. While we assumed this to be in
line with a natural smart home configuration storyline, we cannot
assume that users employ these devices in that exact order in a
similarly short time frame. Rather users might start with one device
and only step by step add more. This raises the question as to when
and where to deploy such nudges to be effective.

6.3.1 Timing. Timing needs to be considered for nudges to be
effective [2]. Information that is presented in a clear way and in-
time (i.e., when users actually make a decision), can foster privacy-
protecting behavior [23].

In the smart home context, nudges might be employed during
a device’s setup procedure (one time). Another opportunity is to
employ nudges on a regular basis, e.g., every time users interact with
a device. In these cases, users could be nudged to adjust security and
privacy settings or perform new secure actions such as updating
the firmware. Lastly, nudges could support users recovering from
threats. Supposing the smart home system could recognize threats
automatically, nudges could come up to help eliminate the cause as
far as possible (e.g., updating firmware, changing passwords).

6.3.2  Modality. Another essential question is where to employ the
nudges, and who is responsible to do so. First and foremost, nudges
can be employed with the actual device or respective companion
application, and, hence, be directly included in the device’s setup
procedure. However, this relies on the cooperation of manufactur-
ers’ and/or legal regulations. In case this is not available, nudges
can still be employed by third parties in the form of, e.g., mobile
applications [2]. For instance, our nudges could be employed on
users’ personal devices (e.g., smartphones) as a helper application,
that users could consult when needed. Such an application could,
however, also act proactively. For instance, it could detect new
devices in the ecosystem, and provide help for the configuration.
A more sophisticated version of such an application could detect
moments in which users would be free to take time for their device
configurations (e.g., if a smartphone or smartwatch would detect
users being idle). As another modality, nudges could be displayed
in augmented reality glasses to provide in-situ information and
guidance, or on devices within the home that provide displays.

7 CONCLUSION

In this paper, we present nudges as a means to increase users’
motivation to employ effective threat prevention (i.e., secure con-
figurations) in smart homes. In particular, we present two nudge
designs, with low and high level of detail, targeting the components
of the Protection Motivation Theory (PMT). Our online experiment,
which simulated a smart home setup procedure, showed that par-
ticipants employed significantly more secure configurations when
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being provided with detailed nudges. In particular, with nudge con-
tent targeting the threat as well as the coping appraisal, we could
confirm prior work and successfully applied the PMT in the sensi-
tive context of smart homes. While our work can help to increase
threat awareness in general, it can also support the design of means
to increase users’ motivation to actively take countermeasures. In
particular, we suggest including concrete and concise details on
vulnerability and consequences, as well as required steps to em-
ploy countermeasures to successfully increase users’ protection
motivation in smart homes.
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