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ABSTRACT

Since the introduction of Bitcoin in 2008 cryptocurrency and blockchain technology have drawn
increasing attention from research and industry alike. The probably most visible evidence of the
growing adoption of cryptocurrencies is the combined market capitalization which had reached over
USD 2.9 trillion in November 2021. While the market capitalization remains subject to high volatility
and has fallen since, the field has been growing steadily behind the scenes. Developer activity has
been growing over the last decade and multiple projects which had been started to improve over the
original design have reached maturity in recent years.

However, the introduction of new technologies is often accompanied by the emergence of equally
new design challenges. Despite the technological progress over the past years, cryptocurrencies have
earned a reputation of being hard to get started with and overall difficult to use. But what exactly are
the aspects that make them difficult to use? How do users manage their cryptocurrency in practice?
Which challenges do they need to overcome? And how can Human-Computer Interaction help over-
come these challenges? In several studies, this dissertation addresses these questions and explores
them through three different approaches:

(1) Cryptocurrency in Human-Computer Interaction: By systematically reviewing published Human-
Computer Interaction research since the inception of Bitcoin, we organize the existing research effort
and juxtapose it with the changing landscape of emerging technologies from practice to identify
avenues for future research. Our results show that existing research has overwhelmingly focused on
Bitcoin and Ethereum, while not addressing novel cryptocurrencies.

(2) Understanding User Behavior: By exploring user behavior through multiple lenses we shed light
on real-world practices of users and the challenges they face. We explore security and privacy prac-
tices through a qualitative interview study and triangulate the results in a delphi-study with 25 experts.
We conducted an interview study to understand a particularly relevant point for the adoption of cryp-
tocurrency — we investigate challenges first-time users face. Our results show that many usability
issues are not rooted in the technical aspects of blockchain technology and can be addressed through
Human-Computer Interaction research.

(3) Improving Application Usability: By evaluating different approaches on how to aid the develop-
ment of cryptocurrency applications we translate the findings of our empirical work into artifacts and
put them to the test. Our results show that onboarding in mobile apps can improve perceived usability
for first-time users under the right conditions, that Bitcoin Lightning can serve as a usable settle-
ment layer for everyday transactions, that education can support the next generation of developers
in building more useful applications, and that systems for rapid interface prototyping may speed up
development efforts.

Collectively, the contribution of this dissertation centers around the ongoing discussion on how to
build usable cryptocurrency systems. More precisely, this dissertation contributes (a) empirical stud-
ies that show how users manage their cryptocurrency in practice and which challenges they face in
doing so and (b) constructive approaches attempting to support the development of cryptocurrency
systems in the future. The work concludes by reflecting on the future role of Human-Computer Inter-
action research in the cryptocurrency and blockchain space.






ZUSAMMENFASSUNG

Seit der Einfithrung von Bitcoin im Jahr 2008 haben Kryptowédhrungen und die Blockchain-
Technologie in der Forschung und der Industrie zunehmend an Aufmerksamkeit gewonnen. Der wohl
sichtbarste Beweis fiir die wachsende Akzeptanz ist die kombinierte Marktkapitalisierung, die im No-
vember 2021 iiber 2,9 Milliarden USD erreicht hatte. Wihrend die Marktkapitalisierung einer hohen
Volatilitit unterliegt und seitdem gesunken ist, ist das Feld hinter den Kulissen stetig gewachsen. Die
Zahl aktiver Entwickler hat in den letzten zehn Jahren zugenommen, und zahlreiche Projekte, die zur
Verbesserung der urspriinglichen Technologie begonnen wurden, haben die Marktreife erreicht.

Die Einfithrung neuer Technologien geht jedoch hidufig mit dem Aufkommen ebenso neuer Desi-
gnherausforderungen einher. Trotz des technologischen Fortschritts haben Kryptowdhrungen den Ruf
erworben, schwer zugénglich und insgesamt schwierig zu bedienen zu sein. Doch was genau sind
die Aspekte, die die Nutzung erschweren? Wie verwalten Nutzer ihre Kryptowihrungen in der Pra-
xis? Welche Herausforderungen miissen sie dabei bewiltigen? Und wie kann die Mensch-Maschine-
Interaktion helfen, diese Herausforderungen zu meistern? In mehreren Studien geht diese Dissertation
diesen Fragen nach und untersucht sie durch drei verschiedene Linsen:

(1) Kryptowdhrungen in der Mensch-Computer-Interaktion: Durch eine systematischen Literaturana-
lyse der Mensch-Computer-Interaktion Forschung seit der Einfithrung von Bitcoin organisieren wir
die bestehenden Forschungsanstrengungen und stellen sie der sich verdndernden Landschaft aufkom-
menden Technologien gegeniiber, um Wege fiir die zukiinftige Forschung zu identifizieren. Unsere
Ergebnisse zeigen, dass sich die bestehende Forschung iiberwiegend auf Bitcoin und Ethereum kon-
zentriert hat, wéahrend sie sich nicht mit neuen Kryptowahrungen befasst.

(2) Verstdndnis des Nutzerverhaltens: Durch die Erforschung des Nutzerverhaltens aus verschiedenen
Blickwinkeln beleuchten wir die realen Praktiken der Nutzer und die Herausforderungen, denen sie
sich dabei stellen. Wir untersuchen Sicherheitspraktiken durch eine qualitative Interviewstudie und
triangulieren die Ergebnisse mit einer Delphi-Studie mit 25 Experten. Wir fithren eine Nutzerstudie
durch, um einen besonders relevanten Punkt fiir die Annahme von Kryptowédhrungen zu verstehen —
die Herausforderungen, denen sich Erstnutzer gegeniibersehen. Unsere Ergebnisse zeigen, dass viele
Herausforderungen nicht in den technischen Aspekten der Blockchain-Technologie verwurzelt sind
und mittels der Mensch-Computer-Interaktionsforschung adressiert werden konnen.

(3) Verbesserung der Benutzerfreundlichkeit von Anwendungen: Durch die Evaluierung verschiede-
ner Ansitze zur Unterstiitzung der Entwicklung von Kryptowidhrungsanwendungen setzen wir die
Erkenntnisse unserer empirischen Arbeit in Artefakte um. Unsere Ergebnisse zeigen, dass Onboar-
ding in mobilen Apps die Benutzerfreundlichkeit fiir Erstnutzer unter den richtigen Bedingungen
verbessern kann, dass Lehrkonzepte die nichste Generation von Entwicklern bei der Erstellung niitz-
licherer Anwendungen unterstiitzen kann und dass Systeme fiir schnelles Interface-Prototyping die
Entwicklung beschleunigen kénnen.

Zusammenfassend adressiert diese Dissertation die Frage, wie benutzbare Kryptowédhrungssysteme
gebaut werden konnen: durch (a) empirische Studien, die zeigen, wie Benutzer ihre Kryptowédhrung
in der Praxis verwalten und welche Herausforderungen sie dabei meistern miissen, und (b) durch kon-
struktive Ansitze, die versuchen, die Entwicklung von zukiinfitgen System zu verbessern. Die Arbeit
schlieft mit einer Reflexion iiber die zukiinftige Rolle der Mensch-Computer-Interaktionsforschung
im Kryptow#hrungs- und Blockchain-Bereich ab.
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Introduction

I am very intrigued by Bitcoin. It has all the signs. Paradigm shift,
hackers love it, yet it is described as a toy. Just like microcomputers.

Paul Graham, Hacker News, 2013

1.1 Thesis Statement

Over the past decade cryptocurrencies have emerged from being a technical curiosity into a global
phenomenon. The most visible indicator of the growing adoption is the combined market capitaliza-
tion, which reached an all time high of over USD 2.9 trillion in November 2021 [25]. While market
capitalization has been subject to volatility, the space has been steadily growing when looking at other
indicators such as user activity [24], developer activity [35, 124], or social media activity [35].

For advocates, cryptocurrency and its underlying technology, blockchain, are viewed as enabling
technology, often compared to the Internet [6, 24, 39, 87]. The open architecture of the Internet
[82, 143] allowed for almost unrestricted participation which in turn fueled competition and innova-
tion [143]. Driven by its open and decentralized architecture proponents of cryptocurrencies predict a
similar effect on innovation of financial services that will ultimately increase financial inclusion [106,
122, 144]. More than that, the ability to digitally transfer ownership is seen by some as a fundamental
paradigm-shift on which an entirely new class of internet applications can be realized [6]. The same
way the proliferation of the internet drastically reduced transaction costs for information, cyptocur-
rencies and blockchain technology are expected to bring down the costs to transfer ownership [13]
allowing people to build novel products and services. While many argue that the technology has the
potential to disrupt current business models, financial systems, and organizations [6, 37, 38, 66, 133]
this potential has yet to manifest itself.

Despite the space being characterized by a rapid pace of innovation there remain many challenges that
need to be overcome. Current issues revolve around four themes: legality, scalability, usability, and
acceptability [141]. Cryptocurrencies have been criticized to aid illicit activities [58, 136]. The speed
and cost of transactions has for now remained behind those of centralized payment systems [141, 145]
while being more complicated to use [3]. And against the backdrop of the fight against climate change
the energy consumption of proof-of-work (PoW) blockchains has been a major point of discussion
[34, 53, 130], with regulators going as far a proposing a complete ban within Europe [127]. However,
these points of critique are not as black-and-white as they might seem at first glance. There are
complex interdependent issues underlying them that are often misunderstood by examining them
through the lens of any one discipline. For example, while country-level adoption of cryptocurrencies
was shown to correlate with corruption [2], it is not clear that cryptocurrencies are the cause of said
corruption. The stronger adoption of cryptocurrencies could equally be driven by the lower trust in
formal institutions or less developed existing financial systems in these countries.
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To address these interdependent challenges, a recent commentary in Nature puts forward nine focus
points to move research on cryptocurrencies forward [141]: criminality, regulation, energy use, trans-
action speed, volatility, security, fee management, privacy, and education of users. Many of these
points connect with core topics of Human-Computer Interaction research, echoing the calls from
within our research community to engage with cryptocurrency and blockchain and to play an active
role in shaping the use of these technologies [39, 40, 49]. However, these points also highlight the
need for further research across disciplines. In doing so, they underline that cryptocurrencies, for
now, remain a technology that is still under active development.

The growing adoption over the past decade cannot not hide the fact that cryptocurrencies have earned
a reputation of being difficult to use (e.g. [3, 56, 147, 148]). The decentralized and pseudonymous
nature of the technology raises both technical and social challenges, connected to long-standing issues
in Human-Computer Interaction [39]. Key management has been recognized as a difficult task for the
majority of users [41, 152]. With a complex underlying technology mental models often diverge from
the technical reality [18, 90] opening the door for mistakes and exploitation. While being described
as a “trustless” technology, interacting with pseudonymous entities raises socio-technical challenges
[10] related to trust and collaboration [120, 121]. Collectively, these aspects impede users from
adopting cryptocurrencies, reduce users’ experience during use, and ultimately put them at risk of
accidental loss or malicious attacks.

The research presented in this dissertation contributes to addressing these issues with the objective
to better understand how we can build more usable cryptocurrency systems. Using the Technology
Acceptance Model (TAM) as a framework to theorize about the adoption of cryptocurrency, we do
so following three approaches: (1) We review the status quo of cryptocurrency research in Human-
Computer Interaction; (2) we investigate user behavior, security practices and challenges; and (3) we
explore constructive approaches to improve the usability and usefulness of cryptocurrency applica-
tions. Based on the combined results of the contributing publications we present a synopsis of our
findings. We synthesize where current systems fall short, discuss arising design implications, and
propose avenues for future research. In summary, the studies included in this dissertation collectively
contribute to our understanding of how users interact with cryptocurrencies, which challenges they
face while doing so, and how solutions to overcome them could look like.

1.2 Contributing Publications

The results of this cumulative dissertation have been published in individual publications before.
This dissertation, therefore, serves as a summary of all projects to situate the results in the overall
scientific discourse and to present a concluding reflection. The contributing publications are listed in
chronological order in the reference list below.

Citations of these publications are marked with a “P” (e.g. [P4]). Seven out of the eight publications
have been published as full papers at conferences [P1, P2, P3, P4, PS5, P6, P8]. [P7] is an Extended
Abstract. [P4] received an Honourable Mention Award at DIS 21. [P8] received a Best Paper Award
at ICL *22.

The original publications are fully attached in Appendix: Original Publications.
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Dissertation Structure

The chapters in this dissertation are structured as follows. Chapter 1 begins by presenting the over-
all motivation for and relevance of the conducted research. It provides an overview of the included
publications, the theoretical framework underlying the conducted studies, and presents our overall re-
search approach. Chapter 2 details how the three guiding research questions for this dissertation were
chosen, how they connect with each other and existing research. Chapter 3 briefly summarizes each
of the included publications. Accompanied by a preview of the first page we explain the motivation,
approach, and findings under the larger umbrella of this dissertation and delineate the contribution
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Introduction

of each individual author. Finally, Chapter 4 discusses the collective results of this dissertation. It
provides a synthesis of the combined findings by discussing where cryptocurrency systems today
fall short and what design implications arise from that. It reflects on the larger contribution of this
dissertation in the context of the development of cryptocurrency technology over the past years and
speculates about avenues for future work.

1.4 Theoretical Framework

Understanding which aspects influence the adoption of new information technologies is a central
theme in Human-Computer Interaction research [60]. The Technology Acceptance Model (TAM) is
often adopted as the theoretical framework through which to do so [31, 32]. Originally developed by
Fred D. Davis in 1985 to empirically test the acceptance of end-user facing information systems [31],
the model has since found widespread application in research [60, 93]. In the following, it lends itself
as a valuable tool through which to examine the adoption of cryptocurrency technology and connect
the contributions of the presented publications.

At its core, the Technology Acceptance Model suggests that two cognitive processes are crucial for
users to form the intention to use a technology: their perceived usefulness and their perceived ease-of-
use. The more useful and easy-to-use people perceive a technology, the more likely they are to form
the intention to use it and eventually do so [31, 32]. More importantly, the model suggests that the
manipulation of any external variables influences the intention to use only indirectly. Consequently,
to accelerate the adoption of a technology one would need to increase the perceived usefulness and
ease-of-use by manipulating relevant external variables [33]. Figure 1.1 illustrates this conceptual
relationship.

Perceived
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Attitude Actual

4 _| Intention to

Toward Use System
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Using Use
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Use
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Variables

Y

Figure 1.1: The original Technology Acceptance Model (TAM). (Figure adapted from [33], p. 4)

The original TAM does not elaborate which specific variables antecede perceived usefulness and
perceived ease-of-use. As a consequence many studies have since evaluated and proposed different
external variables [60, 93]. The most relevant extension regarding this dissertation, was the integra-
tion of perceived risk as equal antecedent to users’ intention in the context of distributed e-commerce
by Pavlou in 2003 [109], which has since found widespread adoption in research concerning the
web [48]. While from today’s perspective the comparison to e-commerce may seem far-fetched, the
addition of perceived risk is motivated by “the implicit uncertainty of the e-commerce environment”
([109], p. 1). Information systems and Human-Computer Interaction research on cryptocurrencies re-
veal a similar uncertain environment [120, 121] and argue for the importance of perceived risk when
reasoning about cryptocurrencies [1, 48]. Hence, following this theoretical framework three vari-
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ables are crucial to examine why users adopt cryptocurrency: perceived risk, perceived usefulness,
and perceived ease-of-use.

Perceived Risk: Cryptocurrencies deal directly with monetary value. Security is therefore a neces-
sary feature to avoid unauthorized access. Thus, cryptocurrency systems can only be usable in the
long term if they provide the necessary security to mitigate risks that may otherwise lead to direct
loss. As a consequence, it is to be expected that the more risks users perceive, the lower their in-
tention to use the technology [48, 79, 109]. From research on usable security [5, 83] we know that
building secure systems has implications on their usability and vice versa. For security features to
be successful they need to be usable to the extent that users can routinely and automatically apply
them [5, 119]. In other words, security and usability are dependent aspects of digital technologies.
While security is of importance in the long term, security features often stand in the way of what
users want to achieve in the moment [28]. For example, improving the security of cryptocurrency
systems might decrease perceived risk, but at the same time also decrease the perceived ease-of-use.
When interacting with cryptocurrencies in practice, users need to balance these competing objectives.
Security features that are deployed without the appropriate understanding of how their users resolve
the tensions between perceived risk and ease-of-use may therefore be ignored or circumvented by
users in practice [44, 83]. Consequently, it is important to understand which risks exist surrounding
the use of the technology, how users deal with security in practice, and which design challenges for
building usable cryptocurrency systems arise from this.

Perceived Ease-Of-Use: The current lack of perceived usability documented in literature (e.g. [3,
62, 99, 147, 148)) indicates that the design of usable cryptocurrency applications is not well un-
derstood. This is problematic for several reasons: As the Technology Acceptance Model [31, 32]
suggests, it may slow down adoption at large, potentially in areas where the technology could bring
forward applications that are an improvement over existing solutions. While cryptocurrencies are not
without problems today, this dissertation builds on the assumption that cryptocurrency technology
will be beneficial for society in the long run. A high technical entry barrier can block users with
low technology affinity from benefiting from participating and ultimately hinder inclusion. As doc-
umented incidents from other domains show, poor design can also directly cause errors that results
in substantial damage [115]. With cryptocurrencies the potential negative impact of even minor user
interface issues can be significant as it may lead to the direct loss of monetary value. Therefore it
is crucial to directly investigate where the usability of cryptocurrency systems today falls short and
what implications for design and research arise from that.

Perceived Usefulness: The Technology Acceptance Model emphasizes that ease-of-use alone is not
sufficient to understand user adoption. A technology additionally needs to be perceived as useful
[31, 32]. In simple words, it is necessary to understand the motivation of users to interact with
cryptocurrencies and juxtapose it with whether using the systems lives up their expectations. Litera-
ture emphasizes that cryptocurrency systems should provide a genuine benefit over systems without
blockchain technology [56] to be perceived as useful. However, this is where many applications fall
short [137] as practitioners appear to struggle to answer the question for which use cases this is the
case [85, 157]. To build not only usable but also useful cryptocurrency applications, it is therefore
necessary to look beyond the end-user to the developer of cryptocurrency systems [48].
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1.5 Research Approach

Grounded in the theoretical foundation of the Technology Acceptance Model, we summarize our
overall research approach. The contributing publications can be structured along two dimensions:
their thematic focus and their methodological approach. Figure 1.2 illustrates the relationship be-
tween publications.

Thematic Organization

The thematic axis organizes the contributing publications along the anteceding variables discussed
in our theoretical framework. The primary focus of [P1] and [P2] lies in understanding Security
Practices of users. By organizing the risks cryptocurrency users perceive and integrating them into
a conceptual model in [P1] we directly contribute to the perceived risk variable. Motivated by these
findings, [P2] systematically organizes the threat landscape from which these risks emerge.

The primary focus of [P3, P4] and [P6] lies on the Usability of cryptocurrency systems, directly
relating to the perceived ease-of-use variable. [P1] identified a research gap in understanding novice
users and motivated our work in [P3] focusing on challenges of first-time users. In [P4] we continue
this work by exploring the design of onboarding as potential solution to increase the usability during
initial use. [P6] then explores the usability of cryptocurrencies as means-of-payment at the example
of Bitcoin Lightning. The motivation for this study originated from several sources: In [P1] users
expressed interest in using cryptocurrency as payment more often. In [P3] slow transactions and high
fees emerged as limiting factors for usability. Bitcoin Lightning claimed to address these issues, yet
previous research had not explored newer cryptocurrencies and evaluated these claims [P5].

The primary focus of [P5, P7] and [P8] shifts the focus on Developer Support. In a systematic liter-
ature review [P5] summarizes and organizes the field for researchers and practitioners. Motivated by
the lack of studies prototyping with cryptocurrencies other than Bitcoin and Ethereum, [P7] reasons
that lowering the deverlopers’ effort to experiment with different blockchains may increase usability
in the future. Finally, [P8] consolidates the insights generated throughout this dissertation in an in-
terdisciplinary university course aimed at teaching how to build both usable and useful applications,
thus addressing the perceived usefulness variable.

Methodological Organization

The methodological axis comprises three categories: understanding the current State of Research,
Empirical studies, and Constructive approaches. With a systematic literature review we attempt
to capture and organize the existing research body on cryptocurrency and blockchain research in
Human-Computer Interaction [P5]. The second methodological theme concerns creating a better
understanding of how users interact with cryptocurrency systems and the arising implications thereof.
The publications that fall under this theme [P1, P2, P3, P5] aim at creating generalizable knowledge
about how cryptocurrencies are being used in practice. The third methodological theme concerns
the exploration of solutions to improve the usability of cryptocurrency systems through prototyping,
implementation, and evaluation. The publications that fall under this theme [P4, P6, P7, P8] produce
original artifacts, test, and evaluate them. Although some of the projects underlying these publications
were conceived in a non-linear and iterative way, to some degree, these themes can be viewed as
subsequent steps in our research process. Earlier empirical work influenced and inspired the later
development of artifacts.
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Figure 1.2: Methodological and thematic relationships between the contributing publications.

Research Methods

We employed a variety of research methods. The following section aims to provide an overview and
brief rationale of the used methods. All studies contributing to this dissertation where conducted
between 2019 and 2022. As a consequence of the global COVID-19 pandemic during this period,
some of the studies and interviews were conducted virtually or used out-of-the-lab approaches to
collect data [4]. We focused primarily on qualitative methods to understand what problems manifest
themselves, explore their underlying causes, and prototype solutions.

Systematic Literature Review: All included publications are embedded in existing research
through literature analyses. In [P5] our objective was to capture all relevant literature at the time
of writing in a systematic and repeatable way. We were motivated to do so, since both practice and
research on cryptocurrency had accelerated in recent years and believed that a well-written overview
article could organize the field and help spark new research. Therefore, we followed the PRISMA
framework [98] to identify relevant publications and qualitatively analyzed and summarize them.
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Semi-Structured Interviews: We used semi-structured interviews as the primary method of data
collection in [P1]. With [P1] our goal was deepen the understanding of how user interact with cryp-
tocurrencies in practice. Therefore, we chose semi-structured interviews as they allowed us to investi-
gate the phenomenon in depth while maintaining a balance between structure and flexibility [77]. The
explorative character of the study revealed multiple new insights and motivated several of the subse-
quent studies. In addition, we also used interviews in combination with other methods to triangulate
[111] the investigated phenomena in [P3, P4, P6].

Delphi Panel: [P1] revealed how perceived risks influence the behavior of cryptocurrency users.
Building on these results, we wanted to build a comprehensive understanding of the threat landscape
from which these perceived risks emerged. In a fast evolving space, we therefore selected an expert
elicitation study as the appropriate method. The Delphi method [30] is well established in social
sciences to lead a structured discussion with a panel of experts. In [P1] we used it in a three-round
process with a heterogeneous panel of blockchain and security experts to develop and validate the
model. Feedback during each round of the process was collected with questionnaires.

Focus Groups: All studies contributing to this theses were preceded by informal discussions with
relevant stakeholders. For [P2] we conducted a formal focus group to discuss the initial idea of
the threat model. We decided for a focus group, because we wanted observe whether a discussion
between experts from different fields on the topic could lead to fruitful outcomes. The results from
the focus groups strengthened the idea that the Delphi method would work.

Lab Studies: To understand the challenges of first-time users [P3] and evaluate the efficacy of
onboarding to increase usability during initial use [P4] we conducted lab studies [77]. What is note-
worthy about both studies is that they were conducted remotely [4] during the height of the COVID-19
pandemic. To collect data we provided detailed briefings to participants and utilized screen-recording
features on mobile and desktop devices while participants used the think-aloud technique to share
their thoughts [77]. In [P3] we additionally used the recordings to elicit further qualitative insights
in interviews with participants after the tasks were completed. To ensure the generalizability of our
observations, we included multiple wallets in both studies.

Field Studies: In [P6] we deployed the developed point-of-sale (PoS) system in an office-like setting
at university and evaluated it in a field study. From previous studies we knew that users voiced their
interest in using cryptocurrency not just as store of value, but also as a means of transaction. However,
the limited availability of merchants accepting cryptocurrencies restricted options to conduct a study
in the wild. By developing a point-of-sale system, we could deploy self-service terminals where par-
ticipants could make purchases and observe users’ behavior over several weeks. The data collecting
during the field study comprised several mixed methods, including think-aloud data collection with
recorded videos, contextual inquiry, observations, weekly questionnaires and log analysis [77].

Online Studies: In [P7] we evaluated the proposed approach in an online experiment on Amazons’
Mechanical Turk platform. The goal of the study was to demonstrate the feasibility of running ex-
periments with variable interface elements on the prototyped system. We therefore did not collect
qualitative data, instead focusing on simulating how developers would be able to run an experiment
on the developed platform. Participants were provided with task descriptions directly within the pro-
totype. Data was collected with guestionnaires before and after the tasks and via log analysis [77].

Prototyping and Artifacts: We contribute several artifacts. In [P4] we developed an interface pro-
totype, which allowed us to quickly explore different approaches and improve the interface in several
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iterations. In [P6] and [P7] we developed functional systems to deploy and test them under realistic
conditions. [P6] comprised several components, with a mobile wallet constituting the core develop-
ment effort whereas the prototype developed in [P7] was a web-based application. As consequence
of the functional implementation of both prototypes, we could complement their evaluation with the
collection of log-data.

Course Design: In [P8] we use the Design Sprint [69] as theoretical foundation to design a uni-
versity course for usable and useful blockchain application development. While not directly situated
within the typical contributions found in Human-Computer Interaction research, this project was mo-
tivated by insights from several studies [P2, P3, P5] all indicating that education about blockchain
applications will be necessary to reduce existing misconceptions. By putting our focus on the next
generation of developers and empowering them to identify useful use cases with user-centered meth-
ods, we hope to create compounding effects that eventually lead to better applications in the future.

Questionnaires: All studies were accompanied by questionnaires collecting structured data on
demographics and, in some cases, additional qualitative information. For the pre/post evaluation of
[P8] questionnaires were the primary method of data collection. We used several validated scales
throughout our studies, including the Affinity of Technology Interaction scale (ATI) [8, 51], the
User Experience Questionnaire (UEQ) [76], the System Usability Scale (SUS) [15], and blockchain
specific items adapted from Abramova et al. [1].

Research Contribution

The publications included in this dissertation each contribute to the scientific conversation surround-
ing the usability of cryptocurrency systems. A recent essay by Oulasvirta and Hornbak distinguishes
Human-Computer Interaction problems into three subtypes: empirical, conceptual, and constructive
[107]. The chronologically earlier publications in this dissertation contribute largely to the empirical
side. Their contribution is “aimed at creating or elaborating descriptions of real-world phenom-
ena related to human use of computing.” ([107], p. 3). The chronologically later publications shift
their contribution increasingly to the constructive side. Their contribution is “aimed at producing
understanding about the construction of an interactive artifact for some purpose in human use of
computing” ([107], p. 3). Table 1.1 details the contributions of the included publications.

This dissertation’s contributions can be organized along three research questions following the
methodological axis. The individual questions will be developed in Chapter 2 in more detail.

With guidance of RQ1 — “What is the current state of blockchain and cryptocurrency research in
the Human-Computer-Interaction domain?” — this dissertation contributes an extensive analysis of
the state of research through a systematic literature review. Based on the analysis of 99 publications
identified from ACM, IEEE, and Springer we consolidate the existing research body into six com-
mon themes. The review serves as an overview of the current state of research for researchers and
practitioners. In addition, it discusses current research gaps and proposes future research directions.

With guidance of RQ2 — “How do users interact with cryptocurrency systems and what implications
arise from that?” — this dissertation contributes new insights into the behavior of cryptocurrency users
in practice. Based on the results of three empirical studies, we shed light on the challenges first-time
users encounter [P3], the threat landscape they face [P2], and the security and privacy practices they
deploy [P1]. From these observations we derive and contribute design implications for practitioners
and research implications for open issues.
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With guidance of RQ3 — “How can we build with and for cryptocurrency?” — this dissertation con-
tributes three prototypes of cryptocurrency systems and one approach to teaching applied blockchain
application development. [P4] contributes and evaluates an interface prototype testing the efficacy
of onboarding to improve perceived usability of wallets under different conditions. [P6] and [P7]
present functional systems that build with and for cryptocurrency. After understanding the current
state of research, conducting own inquiries into cryptocurrency use in practice, and building systems
ourselves, [P8] consolidates and translates these findings into a university course teaching students
how to build usable and useful cryptocurrency and blockchain applications.

Synopsis

In combination these studies have advanced the research conversation on usable cryptocurrency sys-
tems over the past years. We provide a synopsis of the cumulative findings of all publications below.
A more detailed version can be found in Chapter 4.

Cryptocurrency user differ along the motivation to engage with cryptocurrency and their knowledge
and motivation to deploy security measures [P1, 1]. Misconceptions are common among both expe-
rienced and inexperienced users [P1, P3], which exposes them to a range of threats exploiting these
misconceptions [P2]. While key management is a challenge for most users [P1, 41], the broad range
of usability issues originates only in parts from the underlying blockchain technology [P3, 148]. Cur-
rent systems fall short for several other reasons: They overwhelm users with many new concepts at
once and do not support their learning process [P3, P4, 56]. Getting started is further aggravated as
many usability issues originate at the edge of established systems [P3, P6]. During use, free-market
dynamics have resulted in general properties — e.g. volatility, uncertain and long transactions times,
and expensive transaction fees — that make cryptocurrencies ill-suited for their original purpose as
“internet money” [P3, P6]. As a result many users, within our European study context, do not see
how cryptocurrencies offer a clear benefit over existing means of payment [P6].

From these results, several design implications for practitioners arise: With many usability issues not
connected to the underlying technology, existing heuristics and human-centered methods are effective
tools to build more usable cryptocurrency systems [P3, P8], which practitioner should make use of.
They should understand their users and build their applications with a clear target group [P1] and
use-case in mind to provide a clear benefit [P1, P8]. In building their applications they should aim
to understand the learning process of their users and help them progress through it [P4, P5]. Beyond
these design implications the research conducted over the course of this dissertation also showed that
not all of the current issues can be solved with interface and interaction concepts. Education needs to
be part of the solution to reduce misconceptions of users [P2, 141] and, in conjunction with the right
support tools, to enable developers to build better products [P7, P8].

This dissertations also shows that Human-Computer Interaction research on cryptocurrencies still
trails the developments in practice [P5]. This does not diminish the relevance of existing research,
but highlights its importance. As practitioners bring forward many new concepts at an impressive
rate, the Human-Computer Interaction community can provide tremendous value by clearing the fog
and understanding which approaches work under which conditions. By doing so, future research
may work towards a set of cryptocurrency specific guidelines that helps practitioners consistently
solve many of the reoccurring questions [P2, P5]. To achieve this research on cryptocurrencies needs
to move beyond the lab [P6], extend research on emerging cryptocurrencies [P5, P6, P7], and deepen
the understanding of user groups and how the balance their needs [P1, P5].
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Table 1.1: Overview of publications organized by research question, methods, and contribution type.

Research Question

Methods

Contribution

Empirical

Conceptual

Constructive

ROI:

[P5]

RQ2:

(P1]

[P2]

(P3]

RQ3:

[P4]

[P6]

(P7]

[P8]

What is the current state of blockchain and cryptocurrency research in the Human-Computer-Interaction domain?

What is the state of
blockchain and cryp-
tocurrency research in
the HCI?

e systematic literature
review identifying 99
publications  between
2014 and 2021

e organization of the
current research body of
blockchain in HCI

* synthesis of research
gaps and future research
avenues

How do users interact with cryptocurrency systems and what implications arise from that?

What are security and
privacy practices of
established cryptocur-
rency users?

Which threats do cryp-
tocurrency owners face
and how can they be ad-
dressed?

What challenges do
first-time cryptocur-
rency users face?

e semi-structured inter-
views (N=10)
* thematic analysis

« focus group (N=6)
* delphi panel (N=25)

* think-aloud
(N=34)
* thematic analysis

study

* qualitative accounts of
cryptocurrency — users’
security practices

* systematic account of
cryptocurrency threats

e qualitative accounts
how first-time users in-
teract with cryptocur-
rencies

How can the design of usable cryptocurrency applications be supported?

How can we support
first-time users during
their initial interaction

with cryptocurrency
apps?

How can cryptocur-
rency be used for

everday payments?

How can we facilitate
the development of us-
able cryptocurrency ap-
plications?

How can usable
blockchain application
development be taught
at university?

e semi-structured inter-
views (N=16)

* iterative interface de-
velopment (N=16)

e prototyping/ imple-
mentation

* two-week long mixed-
methods study (N=31)

e prototyping/ imple-
mentation
e online experiment
(N=160)

e development of new
course format

* pre/post assessment
of learning outcomes
(N=11)

* analysis of users be-
havior and opinions on
mobile onboarding

« evaluation of onboard-
ing protoypes

* evaluation of system

 evaluation of devel-
oped system with a
quantitative online ex-
periment on mTurk

* evaluation educational
impact of the course

e a conceptual model
integrating risk assess-
ment, intended usage,
and users’ tool choice

* a model organizing
threats into six cate-
gories

« classification of chal-
lenges of first-time
cryptocurrency users

e discussion in which
cases onboarding is
beneficial

« reference implementa-
tion and system archi-
tecture for cryptocur-
rency PoS system

* proposition of a new
method to evaluate
blockchain interfaces

e course curriculum
e discussion of lessons-
learned

» synthesis of design
implications

* synthesis of design
implications

* implementation of on-
boarding prototypes for
two mobile wallets

¢ implementation of a
Bitcoin Lightning PoS
system

* implementation of a
rapid experimentation
system for cryptocur-
rency interfaces

e design of an inter-
disciplinary course for
teaching blockchain ap-
plication development

Notes: The contribution types follow Laudan’s taxonomy [75] adapted for HCI by Oulasvirta and Hornbzk [107]. Publications are
listed in order of presentation in this dissertation. The publications at the top focus on understanding user behavior and challenges. The
publications towards the bottom of the table shift their focus increasingly towards building and testing constructive approaches.
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Guiding Research Questions

The Web took off in all its glory because it was a royalty-free
infrastructure . . . When I invented the Web, I didn’t have to ask anyone’s
permission. Now, hundreds of millions of people are using it freely.

Sir Tim Berners-Lee, Web Foundation, 2017

After presenting the overall structure of this dissertation, this chapter develops the guiding research
questions to which each of the included publications contribute.

2.1 Cryptocurrency and Human-Computer Interaction

Bitcoin was first introduced in 2008 in a whitepaper titled “Bitcoin: A Peer-to-Peer Electronic Cash
System” [101]. Since then many new cryptocurrencies have been introduced to the market, developer
activity has been steadily growing [35, 124], and new projects were started to improve the technical
architecture underlying different cryptocurrencies and to serve different uses cases (e.g. [17, 67, 154,
158]). As of 2022, some of these new state-of-the-art blockchains claim to have a similar perfor-
mance as existing distributed payment systems. For example, the Solana blockchain aims to reach
a throughput of up to 710,000 transactions per second [158]. For comparison, Visa reported to have
the capacity to manage up to 65,000 transactions per second in 2018 [145]. As a consequence of the
evolving underlying blockchain technology, cryptocurrencies seem to have started to outgrow their
original purpose as digital money. New use cases have started to emerge on top of the smart-contract
infrastructure and gain traction: Decentralized finance (DeFi) [95], Decentralized Autonomous Or-
ganizations (DAOs) [150], and Non-Fungible Tokens (NFTs) [149] appear to be drawing in entirely
new groups of users.

This decade characterized by fast-paced innovation raises the question how research has advanced at
the same time. Taking a look at Human-Computer Interaction research seems particularly interesting
given that cryptocurrencies have gained a reputation of being hard to use [56, 147, 148]. Both re-
search [20, 99, 147] and practice [50, 57, 84] stress poor interaction concepts and bad usability to be
major barriers for wider adoption. While scholars have called for the active engagement of the HCI
community with cryptocurrency and blockchain in the past [39, 49], there has not been an effort to
systematically consolidate the produced research findings.

While systematic literature reviews about cryptocurrency and blockchain have been published in
adjacent fields — for example, in decentralized finance (DeFi) [95], current theories and models [61],
and security and privacy [160] — there has not been an article organizing the collective research on
cryptocurrency and blockchain in Human-Computer Interaction. Preceding the publication of [P5],
the most complete overview of literature can be found in Elsden et al.’s article “Making Sense of
Blockchain Applications: A Typology for HCI” [39]. Their paper focuses on the construction of
a typology of blockchain applications considering application domains and distinguishing features.
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However, their literature analysis does not follow a systematic process and included only literature
up to 2018. In a field evolving at a rapid pace, we thus see the need for a systematic review of the
Human-Computer Interaction literature to understand the past, present, and future of the field.

The first research question we pose is:

Research Question 1

“What is the current state of blockchain and cryptocurrency research in the Human-Computer-
Interaction domain?”

2.2 Understanding User Behavior in Practice

As new technologies emerge, they are usually accompanied by novel design challenges. While they
solve one problem, they also create other ones in different areas. Empirical research in Human-
Computer Interaction [107, 153] aims to produce insight into the nature of problems that exist when
users interact with new technologies. In HCI empirical contributions typically aim to either generate
knowledge on how people use a system or about the people themselves [153].

Generating a research body of empirical knowledge about who interacts how with a new technol-
ogy and which problems they encounter along the way is important for several reasons: Emerging
technologies are often based on new design paradigms. How the technology actually works likely
diverges from the mental model users have [18]. Designing user interfaces for new technologies also
confronts designers with challenges that have not been solved previously. Poorly designed interfaces
can lead to unexpected problems and, at the extreme, even contribute to catastrophic events [115].
The first step to avoid this and create the preconditions for building great user interfaces is thus to
investigate and organize the design challenges that exist.

Cryptocurrencies are a relatively recent technology. While ideas about digital money have been
discussed since the 1980s [22, 89, 91], cryptocurrencies have been around in their current form for
just a little more than ten years [101]. Understanding who uses cryptocurrencies for what reasons,
what works, and what does not through a human-centered lens is particularly important. Any mistake
can ultimately lead to direct loss of monetary value and thus even minor problems can have substantial
negative consequences for users.

From practitioner reports and the emerging research body we know that cryptocurrencies are per-
ceived as hard to use (see e.g. [1, 73, 90, 147]). Accounts of lost [16, 73, 155] or stolen [58, 72,
73] cryptocurrencies are frequently reported news. There is an emerging body of research in Human-
Computer Interaction that has started to explore how people use cryptocurrency in practice. Common
themes surround the socio-technical role of trust in an arguably trustless system (e.g. [27, 70, 71,
120, 121, 146]), users’ motivation, risk, and perception (e.g. [1, 54, 68, 73, 90, 146, 147]) as well as
the usability of cryptocurrency wallets (e.g. [3, 56, 63, 65, 99, 148]).

However, there are still significant gaps in understanding how people use cryptocurrencies in practice.
While first studies explored this question at a quantitative level [14, 73], deep understanding of typical
problems and their causes are sparse and research attempting to fill this gap has only recently started
to emerge [1, 148]. While threats are frequently mentioned in the public media, we know little
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about the the context in which they occur and how they might be addressed. Given the sensitive
nature of cryptocurrencies, users may hold additional expectations regarding trust and security. We
also miss knowledge on how users balance the tensions arising from competing needs for usability,
security, and privacy. In other words, we do not know enough about how people use cryptocurrency
in practice and what problems they encounter while doing so. With Human-Computer Interaction
being uniquely positioned to investigate and describe the real-world phenomena related to human use
of cryptocurrencies, our second research question is:

Research Question 2

“How do users interact with cryptocurrency systems and what implications arise from that?”

2.3 Building Usable Cryptocurrency Applications

The human-centered design process [105] recognizes four essential steps to building products con-
nected in a cyclic relationship: Idea Generation, Prototyping, Testing, and Observation.

Typically, new technologies have originated from controlled research environments, often universi-
ties, where idea generation, prototyping, and testing precede observations in the field. The maybe
most prominent example following this path is the development of the Internet: Original ideas about
a global communication network emerged at MIT in the early 1960s. The first concept for a computer
network, ARPANET, was published in 1967. Funded by DARPA the development of ARPANET re-
sulted in the first two computers being connected in 1969 between UCLA and Stanford university.
The development of ARPANET continued for another two decades, driven by research, before the
commercialization of the technology started in the late 1980s and public use of the internet as we
know it today emerged [82].

In contrast, cryptocurrency technology follows a very different path. With the publication of the
Bitcoin whitepaper in 2008 [101] the technology was released directly to the world and has been
used in practice since then [103]. The development of the field until now has arguably been driven
more by practice than by research. It was the growing usage in practice that then motivated scientific
research to take interest in the phenomenon. Across different research communities, bibliometric
analyses trace the first scientific publications back to as early as 2012 [94] with an increase in the
number of publications after 2017 [47, 102, 129]. Research in Human-Computer Interaction has
been published only from 2014 onwards [P5].

Given the availability of a real-world phenomenon to observe, most research on cryptocurrencies in
our domain has so far been of empirical nature [P5]. For example, Sas and Khairuddin qualitatively
explore trust and motivations of Bitcoin users [68, 120, 121], Abramova et al. shed light on differ-
ent types of user groups based on their risk perception [1], and Voskobojnikov et al. investigate the
user experience of cryptocurrency wallets [148]. Similarly, our own publications explore security
and privacy [P1, P2] and challenges of first-time users [P3] from a user-centered perspective. These
empirical studies contribute to a better understanding of the phenomena surrounding the technol-
ogy. From their observations they often derive design implications or recommendations for various
actors and use-cases. For example, Sas and Khairuddin argue for tools to support Two-way Trans-
actions, Reversible Transactions, and Materializing Trust [120]. Abramova et al. argue for different

15



Guiding Research Questions

types of user profiles and personalization to better serve the needs of a heterogeneous user base [1].
Voskobojnikov et al. recommend that developers should Mimic Existing Payment Systems, Allow
Wallet Personalization, and Improve Users’ Understanding of Cryptocurrencies to increase the user
experience of wallets [148].

While these recommendations grounded in observations of existing systems are a valuable starting
point, we also need research actively designing, building, and evaluating prototypes to close the loop.
At the moment, there remains a gap in studies using constructive approaches to build and evaluate
cryptocurrency applications. While prototypes integrating blockchain to solve specific use cases have
been published — e.g. conditional giving [138, 139], location-aware services [134, 135], or energy
trading [36, 123] — there are hardly any artifact contributions for cryptocurreny in HCI (for a detailed
discussion please refer to [P5]).

Without implementing the recommendations brought forward by empirical research and putting them
to the test we therefore lack an essential part of the human-centered design process [105]. This leaves
a gap in understanding the context under which these recommendations are useful and which trade-
offs need to be considered when attempting to build usable cryptocurrency applications. Therefore,
our third research question is:

Research Question 3

“How can we build with and for cryptocurrency?”
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On the Internet, it’s survival of the easiest. Give users a good experience
and they’re apt to turn into frequent and loyal customers. But it’s easy to
turn to another supplier in the face of even a minor hiccup. Only if a site
is extremely easy to use will anybody bother staying around.

Jakob Nielsen

After developing the guiding research questions for this thesis, the following chapter outlines the
individual contributing publications. All publications are summarized, accompanied by a preview of
the first page, and a clarification of my personal contribution. The publications are ordered by the
overarching research questions they aim to address. Table 3.1 provides an overview.

Table 3.1: Overview of publications contributing to this dissertation, used methods, and key outcomes.

Publication Title and Publishing Venue Type

Method(s)

Key Outcome

A Review of Cryptocurrency Research in Human-Computer Interaction

[PS] “Blockchain and Cryptocurrency in Human Full Paper
Computer Interaction: A Systematic Literature (23 pages)
Review and Research Agenda”
in DIS °22

Empirical Studies Exploring User Behavior

[P1] “Don’tlose your coin! Investigating Full Paper
Security Practices of Cryptocurrency Users” (13 pages)
in DIS 20

[P2] “Under Pressure. A User-Centered Threat Full Paper
Model for Cryptocurrency Owners” (12 pages)

in ICBTA 21

[P3] “Don’t Stop Me Now! Exploring Challenges Of Full Paper
First-Time Cryptocurrency Users” (11 pages)

in DIS 21

Constructive Approaches Improving Application Usability

[P4] “Is It Better With Onboarding? Improving First-  Full Paper
Time Cryptocurrency App Experiences” (12 pages)
in DIS °21

[P6] “Implementation and Evaluation of a Point-Of- Full Paper
Sale Payment System Using Bitcoin Lightning” (12 pages)
in NordiCHI ’22

[P7] “Supporting Interface Experimentation for Extended
Blockchain Applications” Abstract
in NordiCHI ’22 (5 pages)

[P8] “Prototyping with Blockchain: A Case Study Full Paper
For Teaching Blockchain Application Develop- (12 pages)

ment at University”
in ICL '22

Systematic Literature
Review (N=99)

Semi-Structured
Interviews  (N=10),
Thematic Analysis

Focus Group (N=6),
Delphi Study (N=25)

Think-Aloud Study,
Interviews, and Ob-
servation (N=34)

Interview (N=16),
Prototype Design and
Evaluation (N=16)

Prototype  Develop-
ment and Evaluation
(N=31)

Prototype  Develop-
ment, Experimental
Evaluation (N=160)

Course Design
and Survey-based
Pre/Post  Evaluation
(N=11)

Summary of extant literature, ad-
dressed research questions, and a
discussion of promising future re-
search avenues

Insight into user behavior, key risks
that can lead to loss, a conceptual
model how users balance these risks

A model providing an overview of
user-centered threats and mitigation
strategies

Challenges of first-time cryptocur-
rency users, and design implica-
tions for research and practice

Insight into how and when onboard-
ing can improve the usability of
cryptocurrency mobile apps

Reference implementation of a
Bitcoin-Lightning based Point-Of-
Sale system

Implementation of a prototype for
conducting blockchain interface ex-
periments

Insight into how to teach us-
able blockchain application devel-
opment, a course syllabus, and eval-
uation of learning outcomes
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3.1 A Review of Cryptocurrency Research in Human-Computer
Interaction

Cryptocurrency and Blockchain technology were first introduced in 2008 with the publication of a
whitepaper titled “Bitcoin: A Peer-to-Peer Electronic Cash System” by pseudonymous author Satoshi
Nakamoto [101]. Since then both practice and research have increasingly taken interest in the technol-
ogy. The objective of [P5] was to analyze the extant research body of cryptocurrency and blockchain
studies in the Human-Computer Interaction field, provide an overview of addressed topics and syn-
thesize promising avenues for future research, addressing the following research question:

RQ1: “What is the current state of blockchain and cryptocurrency research in the Human-Computer-
Interaction domain?”

[P5] Blockchain and Cryptocurrency in Human Computer Interaction: A Systematic
Literature Review and Research Agenda

Summary: This paper contributes an overview of existing
blockchain and cryptocurrency research in Human-Computer In-
teraction and discusses promising avenues for future research.
The motivation for this paper emerged from reflections on a miss-
ing overview of design challenges for blockchain and cryptocur-
rency applications over the course of the dissertation. While this
article was published towards the end of the dissertation the un-
derlying research questions and the identified gaps in the body of
existing literature influenced many of the publications published
chronologically earlier. With this article our objective was to pro-
vide new scholars a starting point to understand the research field
and help them position future contributions.

We conducted a systematic literature review including 99 articles

published between 2014 and 2021. Our analysis identifies six
major themes that have been addressed by Human-Computer Interaction research: (1) the role of trust,
(2) understanding motivation, risk, and perception of cryptocurrencies, (3) cryptocurrency wallets,
(4) engaging users with blockchain, (5) using blockchain for application-specific use cases, and (6)
support tools for blockchain. Organized by these themes, figure 3.1 provides a visual overview of
the Human-Computer Interaction research on cryptocurrency and blockchain that has been published
between 2014 and 2021.

By juxtaposing the existing research body with the landscape of emerging blockchain technologies
we discuss research avenues for HCI and interaction design moving forward. We identify research
to (1) better understand blockchain users, (1) taking an active approach to designing wallets, (3)
adopting new blockchains as design material, (4) engaging with web3 and decentralized applications,
and (5) exploring digital identity as promising future directions.
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A Review of Cryptocurrency Research in Human-Computer Interaction

Author Contributions: I determined the overall research question and research design together with
Ludwig Trotter, Florian Alt, and Albrecht Schmidt. I managed the collection of relevant literature.
To automize data collection during the initial keyword-search across all literature databases (ACM,
IEEE, Springer) I reused a script written by Benjamin Moser during his Master thesis. I screened all
1413 publications and applied inclusion and exclusion criteria to narrow down the final 99 publica-
tions included in the review. I read and analyzed all publications and iteratively coded them along
multiple dimensions. I determined the overarching structure of the manuscript. Franz Waltenberger
and Ludwig Trotter supported in writing the manuscript and helped create the figures. All authors
contributed feedback on the manuscript. I managed the final editing and publication process.
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Figure 3.1: Overview of HCI research 2014 — 2021 by theme. (Originally published in [P5], p. 5)
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3.2 Empirical Studies Exploring User Behavior

Following our review of the existing body of research, we present three publications aimed to improve
our understanding of how users interact with cryptocurrencies in practice. First by looking into
security and privacy practices [P1, P2] and then by zooming in on the challenges of new users [P3].
Collectively these publications address the second research question:

RQ2: “How do users interact with cryptocurrency and blockchain systems and what implications
arise from that?”

In line with our theoretical framework discussed in Chapter 1, we identified security and privacy as
particular relevant factors as they are essential elements of the technology. By focusing on challenges
of first-time users we wanted to understand what factors reduce ease-of-use in beginners eyes. In the
case of cryptocurrency the initial barrier to enter excludes people with less technical aptitude and we
therefore wanted to address this particular gap in current research.

3.2.1 Security and Privacy

Early literature (e.g. [41, 73]) highlights security and privacy as substantial challenges for cryptocur-
rency users, often relating it back to challenges of key management. We wanted to gain a qualitative
understanding of how security and privacy affect users in practice. We designed two studies to address
this question. [P1] explores user behavior through deep qualitative interviews. Complementing the
data collected directly from users, [P2] elicits security and privacy threats from an expert panel using
the Delphi method [30]. Together they address the following research question: “Which security and
privacy challenges do cryptocurrency owners face?”

[P1] Don’t Lose your coin! Investigating Security Practices of Cryptocurrency Users

Summary: Security and usability are often connected aspects of
software systems. Our motivation for conducting this study was
that previous literature mentioned security and privacy aspects of
cryptocurrencies, like key management, as substantial challenges
[41]. However, little was known about how users meet these
challenges in practice. To close this gap, we conducted semi-
structured interviews (N=10) with cryptocurrency users. The
thematic analysis of the interviews identified themes surround-
ing motivation and risk assessment. We found that the choice of
tools is driven by how users assess and balance the key risks that
can lead to loss: the risk of (1) human error, (2) betrayal, and
(3) malicious attacks. We derived a conceptual model, explain-
ing how risk assessment and the intended use cases influence tool
choice. We propose that cryptocurrency users are not a homoge-
neous group of people. Drawing from literature we propose to

Don't Lose Your Coin! Investigating Security Practices of
Cryptocurrency Users

distinguish cryptocurrency users based on their attitudes towards
security and privacy practices, which was later picked up and developed further by Voskobojnikov et
al. [1, 146, 148]. Figure 3.2 illustrates how user choice between custodial and self-managed wallets
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is influenced by their individual risk assessment and motivation and self-efficacy toward security. The
paper closes by discussing the design implications that arise from the presented findings. Given the
exploratory character of this paper, it motivated several of the subsequent research questions.

Author Contributions: I determined the overall research question, research design, and positioning
within existing literature. Under my supervision, Felix Gutjahr conducted the user interviews as
part of his Bachelor thesis and transcribed them. I independently conducted the thematic analysis
based on the interview transcripts, wrote the paper, and managed the publication process. All authors
contributed feedback on the manuscript. Florian Alt provided feedback throughout the process.

R

High Risk Fundamentalist Low Risk of
of Betrayal (High Motivation, High Knowledge) Human Error
“l am dependent” “1 have control”
, o O Self-
Cué';j\?lr'ql Managed
“lt is convenient” “It is complicated”

Low Risk of Marginally Concerned High Risk of
Betrayal (Low Motivation, Low Knowledge) Human Error

Figure 3.2: Conceptual model showing how security personas and individual risk assessment influence
users’ choice of Coin Management Tools (CMT). (Originally published in [P1], p. 8)

[P2] Under Pressure. A User-Centered Threat Model for Cryptocurrency Owners

Summary: Motivated by the relevance of individual risk assess-
ment for user behavior, we wanted to understand what real-world
threats exist and in how far they matched with perceived risks.
The objective for this paper was to understand the landscape of
threats cryptocurrency owners may face and understand poten-
tial approaches to deal with them. While technology-centric ap-
proaches to organize cryptocurrency and blockchain threats ex-
isted [113, 118], there was no systematic overview of threats end-
users may face.

To fill this gap, we conducted an expert elicitation study. Tak-
ing existing literature and a focus group as starting point, we
conducted a three-round Delphi process [30] with 25 experts
to systematically develop ans validate the model. To ensure a
broad set of perspectives we recruited experts from industry and
academia, from the fields of security, usability, cryptocurrency,

and blockchain.
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The final model identifies six categories of threats for end-users: (1) accidental threats, (2) privacy
threats, (3) physical threats, (4) financial fraud threats, (5) social threats, and (6) technical threats.
We additionally collected examples of real-world incidents and discussed the practical relevance and
potential mitigation strategies.

Author Contributions: I determined the overall research question and research design, oversaw
the collection of data from the Delphi panel, and the iterative creation of the threat model. I led
writing the paper and its publication process. Philipp Hulm supported in the acquisition of the expert
panel, the distribution of the survey, and in writing and revising the manuscript. Florian Alt provided
feedback throughout the process, particularly at the conceptual phase and the manuscript revision.

3.2.2 Challenges of New Users

Building on insights from our initial work [P1] and findings reported in literature [3, 54] we identified
novice cryptocurrency users as a particular relevant group to look at, since challenges during initial
use would likely have a high impact on subsequent adoption behavior. While existing research had
often used inexperienced cryptocurrency users in their studies (e.g. [3, 54, 65, 99]), the field lacked
a deeper understanding of which challenges users face during their first use and a framework to
organize them. With [P3] we addressed this gap and identified challenges of first-time cryptocurrency
users. The identified challenges and their categorization into general challenges, finance-specific
challenges, and cryptocurrency-specific challenges was confirmed by research published around the
same time by Voskobojnikov et al., who distinguish general UX issues and domain-specific UX issues
[148] in a similiar manner after analysis of a large corpus of mobile app reviews. In summary, [P3]
addresses the following research question: “What challenges do users face when interacting with
cryptocurrrency applications for the first time?”

[P3] Don’t Stop Me Now! Exploring Challenges Of First-Time Cryptocurrency Users

Summary: What barriers need to be overcome between the deci-
sion to buy cryptocurrency and making use of it for the first time?
Understanding how interfaces of current cryptocurrency systems
support, impede, or even prevent the adoption by new users is
essential to develop better, more inclusive solutions in the future.
This paper addresses this question by taking a dedicated look at
how first-time cryptocurrency users interact with wallets. Being
the likely entry point for users without previous experience of
blockchain technology, our study focused on custodial wallets.

Don’t Stop Me Now! Explorin
Cryptocu

g Challenges Of First-Time
cy Us

In a qualitative think-aloud user study with 34 participants we
recorded participants during three tasks, each essential for new
users: account registration, the first acquisition of Bitcoin, and
spending them in an online shop. We triangulated [111] our ob-
servations with semi-structured interviews with all participants.
To ensure the generalizability of our findings we included multi-

ple wallets in our study.
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We identified multiple challenges novice users need to overcome and organized them into three cate-
gories: (1) general user interface challenges; (2) finance-related challenges; and (3) cryptocurrency-
related challenges. To our surprise, most challenges are not rooted in technical constraints of
blockchain technology and can, therefore, be addressed with HCI methods. Our discussion presents
implications for research and practice.

Author Contributions: I determined the overall research question and research design. I enabled
the study through close supervision and frequent discussions throughout conceptualization and data
collection. Maurizio Wagenhaus conducted the user study and transcribed the collected data. Maur-
izio Wagenhaus and I equally contributed in the thematic analysis of the data. I led writing the paper
and its publication process. Albrecht Schmidt and Florian Alt supported with their feedback from
conceptualization to publication. All authors provided feedback for the revision of the manuscript.
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3.3 Constructive Approaches Improving Application Usability

While the first two sections of this chapter focus on understanding the existing research body as well
as user behavior in practice, the remaining publications in this dissertation explore how to translate
these findings into action. They focus on the following research question:

RQ3: “How can we build with and for cryptocurrency?”

We addressed this research question from three perspectives. We investigated the potential bene-
fits of onboarding for mobile cryptocurrency applications [P4], developed a functional system for
point-of-sale transactions with Bitcoin Lightning [P8], and explored how future developers could be
supported through enabling rapid interface experimentation [P7] and through novel education formats
at university [P8]. These publications show that user-centered methods can improve the usability of
cryptocurrency systems, that newer cryptocurrencies provide properties that enable use for everyday
payments, and that interdisciplinary education may help developers build more useful applications.
Doing so, the provide a foundation from which future work may map the larger design space beyond
use cases as store of value and means of payment.

3.3.1 Onboarding of New Users

The initial experience users have when interacting with an app has a large influence on subsequent
adoption [131]. 25% of apps are opened only one time [140] and within the first three days mobile
apps lose 77% of their daily active users [23]. The first-time mobile app experience of cryptocurrency
applications is therefore interesting when attempting to lower technological entry barriers. With
cryptocurrency applications being challenging to get started with for new users [3, P3, 99], especially
for those with below-average technology affinity [56], understanding how to improve the initial user
experience of cryptocurrency apps could benefit the technology adoption.

Among practitioners, the question how to onboard new users to mobile apps has been of great interest
[131]. However, while learnability has been a longstanding topic in the HCI community, the value
of onboarding flows in mobile applications appears to be disputed among scholars [64]. While some
view them as an opportunity to educate users [59, 131], others argue that mobile apps should be intu-
itive by themselves [80]. A recent studies with 60 experts in human-computer interactions confirms
a large variance in the perceived usefulness of mobile app onboarding [64].

Overall, the scientific literature on how to design mobile application onboarding is sparse. While
scholars evaluated onboarding for specific applications — e.g. a photo editing extension [52], a citizen
science platform [19], gaming [110] and education [86] — the first systematic design method was
presented by Strahm et al. in 2018: They characterized nascent practitioner guidance, discussed it in
the context of the minimalist instruction theory [142], and proposed a context-free design method for
creating onboarding processes for mobile applications [131].

While most previous practitioner resources have been comprised of rather general recommendations
[131], Strahm et al.’s recent work provides an opportunity to look at onboarding experiences in a
more systematic way. With [P4] we apply their methodological framework to cryptocurrency mobile
apps. This allows us not only to explore how to improve first-time experience in this specific domain,
but also offers an opportunity to address the following question through a more general lens: “When
does mobile onboarding provide value for new users?”
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[P4] Is it Better With Onboarding? Improving First-Time Cryptocurrency App Experi-

ences

Summary: In this paper, we explore the efficacy of onboarding
for mobile cryptocurrency applications. The motivation for this
paper arose from the empirical findings and observations of our
preceding studies [P1, P3] and is the first attempt to design and
evaluate solutions.

In this paper, we present the results of two studies: First, we
explored users’ experiences, behaviors, and opinions when en-
gaging with new mobile applications through semi-structured in-
terviews (n=16). The results of the study informed the planning
and execution of the subsequent user study where we applied
Strahm et al.’s minimalist instruction framework [131] to iter-
atively design and evaluate onboarding processes for two mo-
bile cryptocurrency apps with differing levels of feature-richness.
Our results indicate that onboarding processes can improve the
perceived usability of feature-rich apps for first-time users while
holding less value for apps with fewer features. In particular,

Is it Better With

ryptocu

Onboarding? Improving First-Ti
cy App E s

with the developed onboarding the SUS score [15] of the feature-rich app increased from 57.5 to
78.8 while in the feature-low app it remained stable. We discuss how the expectations users voiced
during the interview study can be met by applying instructional design principles and reason that the
minimalist instruction framework for mobile onboarding presents itself as a useful design method for

practitioners to develop onboarding processes.

Author Contributions: I determined the overall research question and research design. I enabled
the study with close supervision and frequent discussions. Charlotte Kobiella and me conducted the
interviews. Charlotte Kobiella designed the interfaces and evaluated them in the subsequent user
study. I took the leading role in writing the paper and its subsequent publication process. Albrecht
Schmidt and Florian Alt supported with their feedback from conceptualization to publication. All

authors provided feedback for the revision of the manuscript.
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Figure 3.3: The interfaces of one prototyped onboarding process. (Originally published in [P4], p. 8)
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3.3.2 Cryptocurrency for Everyday Payments

In its original white paper, Bitcoin was described as “peer-to-peer electronic cash” [101]. Despite
the ongoing proliferation of Bitcoin as store of value over the past decade, it has not found much
real-world application as means of transaction [P1, 73]. Part of the reason may be found in techni-
cal constraints. For example, Bitcoin is characterized by comparably slow transaction speeds. By
design, mining one block takes on average 10 minutes. This makes it rather impractical to facilitate
transactions in the real world, where goods and money would be exchanged at the same time. How-
ever, newer blockchains promise to overcome these technical limitations [P5]. For instance, Bitcoin
Lightning promises “near real time” transactions [112] comparable to traditional payment networks.
However, these claims have yet to be tested. Emerging empirical work indicates that while nodes
within the Lightning network tend to behave in fair manner [159], payments also often fail [151].
This leaves the question whether Bitcoin Lightning can be a viable alternative to centralized systems,
and taking a human-centered perspective, how it is perceived during use by end-users. With [P6] we
address this gap and implement a functional point-of-sale system using Bitcoin Lightning as settle-
ment layer. Doing so, we explore the question: “Is Bitcoin Lightning a viable technology to facilitate
everyday point-of-sale transactions?”

[P6] Implementation and Evaluation of a Point-Of-Sale Payment System Using Bitcoin
Lightning

Summary: In this paper we describe a reference implementa-
tion for a point-of-sale system integrating Bitcoin Lightning as
settlement layer. The motivation for this paper arose from the
findings of our previous studies [P1, P3] and our literature re-
view [P5]. While users articulated that they would like to use
cryptocurrency to make purchases [P1], there was only little re-
search exploring its viability as means of transaction. Since
newer solutions, such as Bitcoin Lightning, offer faster trans-
action speeds and lower fees compared to Bitcoin [P5], facilitat-
ing everyday transactions would now be possible for merchants
and consumers. However, there has not been research exploring
whether the promises made by Bitcoin Lightning would actually
hold in practice and how users would perceive using it. To ad-
dress this, we implemented a point-of-sale system and deployed

it in an office-like setting at university to evaluate it in a mixed-

methods study over a period of two weeks. Our results show that users find it reasonably easy to
make payments once their wallet is set up. However, the initial purchasing of Bitcoin and configu-
ration of their wallet before is error-prone and cumbersome. We discuss the system’s performance
concerning ease-of-use, speed, transaction fees, and reliability and present implications for adoption
of cryptocurrency based payment systems.

Author Contributions: I determined the overall research question and research design. I designed
the system architecture and implemented the entire system. I led the user study, data collection, the
analysis of the results, writing the paper and its subsequent publication process. Jose Vega supported
in conducting the user study, in the analysis of the results, and the revision of the manuscript. Albrecht
Schmidt and Florian Alt supported with their feedback from conceptualization to publication.
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Figure 3.4: The subsystems of the proposed point-of-sale (PoS) system and their relationships to each
other. (Originally published in [P6], p. 5)

3.3.3 Enabling Usable Blockchain Application Development

The final two approaches through which we explore how to facilitate the development of usable cryp-
tocurrency applications shift the focus on the developer. Being essential for every software project,
enabling developers to design for better usability could have compounding second-order effects for
future applications. [P7] presents the implementation of a support system for developers of cryp-
tocurrency and blockchain applications that enables rapid interface experimentation. [P8] explores
how interdisciplinary education formats can be used to equip the next generation of developers with
the necessary skills to develop useful blockchain applications. Together, [P7] and [P8] explore how
developers can be supported during the design and development process of blockchain and cryp-
tocurrency applications. They address the following research question: “How can the development of
usable blockchain applications be supported?”

[P7] Supporting Interface Experimentation for Blockchain Applications

Summary: In this extended abstract we present a prototype that
supports interface experimentation for blockchain applications.
The system allows researchers and developers to connect inter-
faces to a unified API simulating different blockchains and fa-
cilitates the configuration, distribution, and evaluation of online
experiments. The idea for this paper emerged as a result of the
relative lack of HCI research on blockchains other than Bitcoin or
Ethereum [P5]. To a certain degree, the contribution of this pub-
lication can be viewed as a methodological one. In essence, we
wanted to make it easier for interface designers and researchers
to experiment with different blockchains and accelerate their de-
velopment and research workflows. We tested the feasibility of
our approach by running a small experiment on mTurk (N=160).
The findings, while generally positive, showed several points to
improve the system.

pporting Interface i ion for
Applications
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Author Contributions: I determined the overall research question and research design. I enabled
the study through close supervision and frequent discussions throughout conceptualization, data col-
lection, and analysis of the results. Benjamin Moser implemented the prototype, conducted the user
study, and analyzed the results. I wrote the paper and led its subsequent publication process. Al-
brecht Schmidt and Florian Alt supported with their feedback from conceptualization to publication.
All authors provided feedback for the revision of the manuscript.

[P8] Prototyping with Blockchain: A Case Study For Teaching Blockchain Application
Development at University

Summary: In this paper we present an interdisciplinary
blockchain application development course at university. We

designed the curriculum based on our observation that many

Teaching Blockchain

emerging blockchain applications fail to articulate what ben-
efits arise from integrating a blockchain. Thus, our objec-
tive was to design a course that addresses this aspect by com-
bining perspectives from different disciplines when evaluat-
ing blockchain use cases: technical feasibility (software engi-
neering), value-creation (entrepreneurship), and user experience
(human-computer-interaction). With this approach we hoped to
enable participants to identify useful applications of blockchain
technology, connecting back to second antecedent of the Tech-
nology Acceptance model [31, 32]. We used the Design Sprint
[69] method as theoretical basis for creating the course. Our eval-
uation with N=11 students showed promising results: The course
was well-perceived by participants and effective in improving participants ability to distinguish use
cases (not) suited for the technology. We close the paper with lessons learned for educators.

Author Contributions: I determined the overall research question and research design, managed
the data collection, and conducted the analysis of the results. I led writing the paper and its sub-
sequent publication process. Jose Vega, Amelie Pahl, and Sergej Lotz supported the positioning of
the research question through joint discussions, the execution of the course, and the revision of the
manuscript. Albrecht Schmidt, Florian Alt, and Isabell Welpe supported with their feedback from
conceptualization to publication.

Figure 3.5: Impressions of the conducted course format. (Originally published in [P8], p. 4)
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Think of all the things people have envisioned and were told were
impossible. Phones, cars, light bulbs, planes... the list goes on and on.
The inventors and people with limitless minds found a way to make them
happen.

Arnold Schwarzenegger

The overall goal of this dissertation was to advance our understanding of how to build usable cryp-
tocurrency applications. Grounded in the eight publications this dissertation is composed of, it offers
multiple contributions to this overarching question.

We started by consolidating and organizing the existing body of research following a systematic
approach [P5]. We investigated user behavior in practice with a focus on privacy and security. From
our observations we contribute a generalized description of cryptocurrency usage behavior and derive
conceptual models to make these insights accessible to researchers and practitioners [P1, P2]. We
explored challenges of first-time users through a qualitative evaluation of existing cryptocurrency
wallets. We organize the identified challenges into three domains revealing the heterogeneity of
causes for the lacking usability of current cryptocurrency wallets [P3]. Building on these results, we
developed an interface prototype for onboarding new users to cryptocurrency wallets and evaluated
its efficacy under different contextual circumstances. In doing so, we show that onboarding can be
effective to reduce the entry barriers for users and contribute a discussion under which conditions
this will be the case [P4]. Building on the insights from our previous studies and related work,
we are the first to use Bitcoin Lightning as underlying settlement layer to implement a functional
point-of-sale system. Our evaluation in a field study indicates that Bitcoin Lightning is becoming
a viable alternative to proprietary transaction networks for small everyday transactions. Our study
also reveals that much of the friction slowing the adoption of cryptocurrency as means of payment
is likely situated at the transition points between existing financial systems and decentralized ones
[P6]. Taking a step back, we shift our focus from the end-user to the developer. We implement a
support system to enable cryptocurrency and blockchain developers to increase the speed at which
they can test the usability of their application interfaces [P7]. Finally, we consolidate the knowledge
accumulated throughout the publications of this dissertation into an interdisciplinary university course
to educate and empower the next generation of developers to build usable and useful blockchain
applications [P8].

Collectively these contributions have advanced the research conversation within the Human-
Computer Interaction community on usable cryptocurrency systems over the past years. During the
time the studies in this dissertation were conducted and published the larger cryptocurrency space has
advanced as well: new cryptocurrencies have emerged, blockchain technologies have been improved,
and new use-cases have attracted an increasingly diverse population of users. In this final chapter,
we discuss key learnings of this dissertation, point to directions for future research, and reflect on the
contributions against the backdrop of the changing landscape of cryptocurrency technology.
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4.1 Discussion

The following section summarizes the cumulative learnings of this dissertation. As any aggregation
of data comes at the cost of nuance, detailed discussions can be found in the individual publications.

How Users Interact With Cryptocurrency

Our empirical studies shed light on how users interact with cryptocurrencies in practice [P1, P3].
Most importantly, they highlight that cryptocurrency users are not one homogeneous group [P1, 1].
Users are interested in using cryptocurrency for different reasons. On a high level motivation can be
grouped into either ideological, technological, or financial interest [P1]. At the individual level the
specific motivation to engage with cryptocurrencies varies between people. While some do so to be at
the forefront of technological innovation, some want to invest or protect their wealth from inflation,
and others want to use it to make purchases [P1]. In line with contemporary research, our results
show that in addition to their intended use, risk assessment, and perceived self-efficacy influence user
behavior [P1, 1]. These results underline the relevance of perceived risk as preceding variable for
technology acceptance [48, 109]. We identified three key risks users need to balance to avoid the
loss of their cryptocurrency: the risk of human error, the risk of betrayal, and the risk of malicious
attacks. Depending on how users assess these risks in relation to their own abilities to securely handle
cryptocurrencies they will choose the tools to do so [P1]. While tech-savvy individuals may prefer to
follow the “not your key, not your crypto” ethos, beginners may overall fare better to trust a custodial
wallet provider to reduce their risk of loss through human error [P1, P3, P5]. Our expert panel further
underscores the relevance of human errors as source of loss of cryptocurrencies [P2]. Missing or in-
complete understanding of how the blockchain technology behind cryptocurrencies work are common
[P1, 90] and put users at risk of accidental loss or malicious attacks [P1, P2]. In practice key manage-
ment remains a point of struggle for both new and existing users [P1, 41]. While innovative concepts,
such as mnemonics [108] or hierarchical deterministic key generation [156], have been introduced to
reduce the burdens of key management, incorrect mental models [90, 148], missing knowledge about
security practices [P1], or missing motivation [P1] limit their benefits. However, key management is
not the sole source of usability issues of cryptocurrenies. Users perceive cryptocurrencies as difficult
to use, even when passing key management on to custodial services [P3].

Where Today’s Systems Fall Short

Our studies reveal that cryptocurrency applications today suffer from a range of usability issues. Their
cause is only partly found in the technical constraints of the underlying blockchain technology.

New users are confronted with (too) many new concepts. Cryptocurrencies users face a steep
learning curve along which they are confronted with many unfamiliar aspects within a short time that
can easily feel overwhelming [P1, P3, 148]. Even before interacting with cryptocurrencies the first
time, users need to answer several questions to move from intention to action [31, 32]: Where to
buy cryptocurrencies? Which cryptocurrencies to acquire? How to do so? While the web has many
resources to offer that address these questions, users struggle to find a starting point [56] since they
first need to learn to discern which resources are trustworthy and which recommendations address
their specific needs. The applications investigated in the included publications do not recognize
the complexity of getting started with cryptocurrencies. Instead, their interfaces build on concepts
from the finance or cryptocurrency domain that many users are not familiar with and consequently
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exacerbate their use. Technical language and metaphors are confusing for users [P1, P3, 41, 147] and
technology specific abstractions require users to update their mental models [P3]: What are addresses
and how do they look like? How do fees work? What determines the speed and cost of transactions?
How do you maintain basic security? Answering these questions is additionally complicated as there
are subtle differences between cryptocurrencies [P7].

Friction accumulates at the edge to established systems. The initial use of cryptocurrency systems
is further exacerbated since much of the friction originates at the edge to established systems [P3,
P4, P6]. Our studies showed that Know-Your-Customer (KYC) and Anti-Money-Laundering (AML)
verification processes demanded by regulators are often only weakly integrated into the underlying
products and increase the hurdles when first setting up an account [P3]. The primary goal of most
users when first using crypotocurrency applications is to purchase cryptocurrency, yet instead they
need to overcome a long and complicated setup process [P4]. Often cryptocurrencies have to be
bought via third-party exchanges introducing additional unfamiliar elements and uncertainty [P3].
During our research it was not uncommon that users’ bank and credit card providers blocked the
purchase of cryptocurrency [P3, P6]. Making online purchases with Bitcoin proved difficult due to
missing integration between wallet and merchant: Manual data entry was complicated and error-
prone. Additionally, inconsistent exchange rates to fiat currency confused users and led to incorrect
balances being transacted [P3]. While not being part of the presented studies, the reimbursement of
participants’ remaining wallet balances after our field study [P6] was similarly cumbersome.

Free-market dynamics complicate everyday use. While the rise of cryptocurrencies’ market valu-
ations and prices have made them attractive targets to invest in, they introduced hurdles for everyday
use. The high valuation of Bitcoin and other cryptocurrencies have resulted in price points that are
so low that they are difficult to handle for everyday purchases. For example, distinguishing between
EUR 2 and EUR 20 is almost effortless. In contrast, spotting the difference between BTC 0.0000861
and BTC 0.000861 requires active concentration [P3, P6]. High volatility connected with uncertainty
when transactions are going to be completed make it difficult to determine price points for purchases.
As both users and merchants are used to thinking in fiat currencies, this leads to inconsistent exchange
rates being used between merchants and users’ wallets [P3]. The limited throughput of leading cryp-
tocurrencies causes surging fee prices if demand is high [45], making small transactions expensive
and economically unviable in many cases. Newer cryptocurrencies attempt to address some of these
issues [P5, P6, P8]. However, as of now we lack the empirical evidence whether the proposed solu-
tions are a viable alternative in practice [P5, P6].

Cryptocurrency systems fail to offer a clear benefit. Beyond being an investment vehicle cryp-
tocurrency systems need to offer a benefit to users to incentivize everyday use. While some users
voiced their excitement about using cryptocurrency to pay [P1], some argued that they do not see any
advantages compared to established systems such as Paypal [P3, P6]. If there are trusted centralized
payment providers in a region cryptocurrencies face an uphill battle against these market incumbents
protected by network effects [96]. This also indicates that the perceived utility of cryptocurrencies
may not only depend on their internal properties, but also the availability of alternatives [88]. In other
words, when aiming to understand the adoption and perceived usefulness of cryptocurrencies through
the lens of the Technology Acceptance Model [31, 32, 48], the surrounding cultural, geographic, and
socioeconomic context should be considered as moderating variables. Participants in the presented
payment studies [P3, P6] were situated primarily in Germany and surrounding central European na-
tions, where alternative payment systems are well established and the limited options to pay with
cryptocurrencies failed to provide a clear benefit. These results do not speak against the suitability of
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cryptocurrency as means of payment in itself, but highlight the platform dynamics cryptocurrencies
need to overcome to deliver a clear benefit.

Implications For the Design of Usable Cryptocurrency Systems

The results of this dissertation offer several implications for the design of usable cryptocurrency
systems. Practitioners should follow established design guidelines, build products with a clear focus
on target groups and use cases, and consider users’ learning process in their application designs.

Make use of established design guidelines. A sizeable portion of usability issues with cryptocur-
rency applications is not caused by constraints of the underlying technology and can be addressed by
adhering to established design guidelines and design practices [P3]. Multiple publications show that
established methods such as usability walkthroughs can catch a lot of these general issues [P3, P5,
41,42, 99, 148]. Our own studies show that user-centered design methods offer a promising method-
ological framework through which more usable applications can be realized [P4]. In very practical
terms, this means that practitioners should familiarize themselves with interface heuristics [125] and
follow a human-centered design process integrating iterative testing with users [105].

Build with a target group in mind. Cryptocurrency users are not one uniform group of people but
meaningfully differ in their behavior [P1, 1]. Hence, practitioners should consider this heterogeneity
in the design and development of applications to better meet the needs of the specific subgroups using
them. In this dissertation we identified security knowledge and motivation as well as the resulting
risk perception as relevant dimensions along which to segment user groups [P1] and point to the
special challenges first-time cryptocurrency users face [P1, P3]. To build more usable cryptocurrency
applications, practitioners should therefore first aim to understand the needs of the specific target
groups for which they are building. Knowledge along which dimensions groups differ, will help to
build products that balance the competing needs between security and convenience in alignment with
users’ preferences [P1].

Build with a use-case in mind. Users’ motivations to engage with cryptocurrency have a direct
influence on how they intend to use it [P1]. While cryptocurrencies have been primarily used as store
of value [P1], alternative use cases are emerging [P5]. With fundamental properties that approach
the performance of existing distributed systems new blockchains provide the technical platform to
support an increasingly diverse set of use cases [P4, PS5, P7]. These different use cases — store
of value, everyday payments, DeFi, NFTs, DAOs, identity — will attract users with different needs
[P5]. To maximize usability, practitioners should thus aim to build products with a specific use
case in mind instead of building one-size-fits-all solutions [1]. Since users are willing to use several
wallets in parallel [P1], this will help to build a competitive advantage over general purpose systems
by providing more utility for the relevant target groups. Concentrating development efforts on one
vertical will also allow for more resources to flow in the identification and integration of relevant
adjacent services, which may help reduce the friction that accumulates at the edge of today’s systems.

Support users’ learning process. Cryptocurrency applications confront users with many new con-
cepts at once, often overwhelming them [P3, 148]. Application onboarding can be one solution to
focus users’ attention to the relevant aspects and improve first-use usability [P4]. However, practi-
tioners should consider how their applications can be designed to progressively onboard new users
and support their learning process beyond first-use [P4]. Users’ preferences between control and con-
venience may vary depending on their experience and motivation [P1]. For beginners default options
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may reduce information overload and decision fatigue. With increasing experience and knowledge
of how cryptocurrencies work, users may want to adjust and tweak settings (e.g. transaction fees) to
their liking. Interfaces should aim to support the typical learning journey through which their users
transition. In general, interfaces should aim for simplicity through useful abstraction and default pa-
rameters. Advanced configuration may be added through progressive disclosure [104], by providing
user profiles [148], or options to personalize interfaces [1, 148]. Hybrid wallets that help users transi-
tion from custodial to self-managed ones as users progress have been suggested as another approach
[P1, P5]. For this to be effective, practitioners should aim to understand the specific progression of
their users’ learning journey.

Lesson’s Beyond Usability

Our results revealed several insights that transcend the core field of Human-Computer Interaction and
underline the importance of contributions from multiple disciplines.

Education needs to be part of the solution. Some usability issues as well as arising mistakes and
threats originate from users’ mental model mismatching the technical reality. While some of these
misconceptions are caused by ill-designed interfaces, others result from a wrong understanding of
how the blockchain technology powering cryptocurrency works [P2, P3, 90, 148]. Issues rooted in
such fundamental misconceptions will neither be resolved through technical innovation nor improved
interface and interaction concepts. Instead, we need to find a way to educate users [141] and correct
misconceptions in their mental models. The results of [P1] indicate that educational interventions
can be effective. A particular challenge to this end will be education on secure key management,
which remains a challenge for most users [P1, 41]. Closing this gap is not only important to improve
usability and adoption of cryptocurrencies in the long run, but also to protect existing users from
threats that exploit their misunderstanding [P2].

Empower developers to build usable and useful applications. One goal of this dissertation was to
provide practitioners with actionable insights on how they can improve the usability of their systems.
Most available research addresses this objective by focusing on how users interact with cryptocur-
rencies. However, to advance the adoption of cryptocurrencies not only ease-of-use but also the
usefulness of applications is critical [31, 32]. As practitioners appear to struggle to identify relevant
use cases [85, 157], our work shows that human-centered methods are effective to support them to
this end [P8]. This requires to shift the research focus away from end-users to the developers of cryp-
tocurrency systems. Could the poor usability of cryptocurrency applications [P3, 62, 148] at least in
part be caused by a lack of methods and support tools for those building them? Based on our tentative
findings [P7, P8], researching and creating supporting tools and methods to enable developers could
be a promising approach to improve the usability and usefulness of cryptocurrency applications.

Research on cryptocurrency is trailing practice. Our literature review shows that Human-
Computer Interaction research on cryptocurrency systems trails the development in practice [P5].
In parts the reason for this is that cryptocurrencies are arguably the first technology that has the eco-
nomic incentives for its own future development embedded in itself. By improving the blockchain in
which a developer is invested in, they improve the value of the platform itself, which is reflected in
the future value of the cryptocurrency. As a consequence, there are many cryptocurrency applications
available for users today. While in general, the usability of cryptocurrency apps is perceived as subpar
[P3, 62, 148], there might be specific applications that provide a good usability and introduce promis-
ing interaction concepts. In this shifting landscape, the Human-Computer Interaction community can
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provide value by focusing on cutting through the fog. Research can shed light on which approaches
explored by practice are promising, develop these concepts further, and possibly formalize them in
thoroughly tested guidelines for practitioners [P5].

4.2 Future Work

The contribution of this dissertation represents a step towards better understanding how to design
for and with cryptocurrencies. However, there remain unanswered questions and unresolved chal-
lenges. Arguably, the rapid development of the larger cryptocurrency space has opened up more
questions than this dissertation managed to address during the same time frame. The studies pre-
sented in this dissertation naturally face limitations, which are laid out in detail in the individual
publications. Overall, the presented insights resulted from studies conducted in Europe. Studies in
other geographical and political contexts may bring forward differences with regard to users behavior,
motivation, or perceived utility. Given the limited proliferation of cryptocurrencies during the time
the studies were conducted, most results originate from lab studies. While we are confident that the
presented results are robust to generalize to in-the-wild use, further research is needed to confirm this
assumption. Rooted in the presented findings, we therefore discuss how future Human-Computer
Interaction research may overcome these limitations and address new questions that have emerged
from the evolving cryptocurrency landscape.

Going Beyond The Lab

The projects presented in this dissertation started out in early 2019 [P1]. Since then cryptocurrencies
have grown their user base and proliferated into new areas [24, P5, 57]. Future research should
increasingly focus on moving beyond laboratory settings to explore cryptocurrency usage in the field.
While this was not possible before, the growing adoption in different regions of the world offers
up new possibilities. Several governments introduced Bitcoin as legal tender, most prominently El
Salvador, yet little is known about the real experiences there [P6, 126]. This new empirical context
offers unique opportunities to observe the everyday use of cryptocurrencies and may help overcome
some of the limitations of existing research. This is particularly interesting as much of the friction
connected to the use of cryptocurrencies appears to originate at the edge to established systems [P3,
P6]. Areas where cryptocurrencies have been adopted at country-level would allow for prolonged
observation in a context where paying with cryptocurrencies is the norm and could thus bring forward
exciting new insights.

Extending Research to Emerging Cryptocurrencies

Bitcoin provided the foundational technology for cryptocurrencies [101]. Ethereum advanced the
field by designing, deploying, and growing the first smart-contract platform [17]. Therefore, it is not
surprising that both cryptocurrencies have been the overwhelming focus of studies in recent years
[P5]. However, moving forward it will be important to extend research to the increasingly diverse
set of cryptocurrencies that have reached maturity over the past years [P5, 57]. New smart contract
cryptocurrencies provide improved features that exceed the performance of established cryptocurren-
cies and open up the designed space for new applications [55]. At the same time algorithmic stable
coins [97] and Central Bank Digital Currencies (CBDC) [9] address and arguably solve the volatility

34



Future Work

issue, opening a bridge to established financial systems. Exploring how these new cryptocurrencies
fare against established ones will extend our understanding of cryptocurrencies as design material.

Exploring Web3 Use Cases

Driven by recent innovations in blockchain technology, cryptocurrencies have started to outgrow
their original purpose as internet money and enable a set of new use cases. Dubbed web3 [13, P5,
P8] these applications typically run within the web browser and connect to an underlying blockchain
via browser based wallets such as Metamask [81]. Bringing cryptocurrencies to the web opened up
a broad and diverse set of use cases that have only been marginally explored by Human-Computer
Interaction research to date [P5]: Decentralized Finance (DeFi) [95], Decentralized Autonomous
Organizations (DAOs) [150], Non-Fungible Tokens (NFTs) [149], and identity service such as the
Ethereum Name Service (ENS) [12] are just a few of them. We lack a systematic understanding
of the design space surrounding these applications and poorly understand who is using these new
applications for what reasons [P5]. We hypothesize that the characteristics of these new users differs
from earlier users. At the same time, we expect that the discussed design implications are useful for
practitioners in the context of these new domains.

Balancing User-Needs

Much of the diversity of different blockchains rising to the market can be attributed to different
approaches addressing the so-called blockchain trilemma [29, P5, 100]. It refers to the theorem that
the decentralization, security, and scalability of blockchain are dependent features. Changing either
one of the three will require tradeoffs with regards of the others [29]. A recent example illustrating
this interdependence can be found in the switch of Ethereum from Proof-Of-Work (PoW) to Proof-of-
Stake (PoS). While designed to increase the scalability of the blockchain [43], it simultaneously raises
concerns to be less resistant against censorship [78]. Such tradeoffs are not easy to make and will
require sacrifices on some side. Ever so more important will it be to have a user-centered perspective
contributing to the discussion to contextualize the consequences these decisions will have for users.
Beyond contributing knowledge to architectural decisions, it will be equally relevant to understand
how users balance competing needs in practice. For example, [P1] proposes a model to explain how
the need for convenience and security may influence decision making of users. As use-cases evolve,
this balance may shift and expose both new opportunities and risks to users.

Cryptocurrency-Specific Design Guidelines

All of these points flow together as they may ultimately contribute to establishing cryptocurrency
specific guidelines to designing user interfaces [P5]. Such guidelines may provide a framework to
help practitioners in building usable user interfaces for cryptocurrency applications. To establish
such guidelines it will be necessary to better understand the dimensions along which cryptocurren-
cies meaningfully differ from each other. For example, does the average transaction speed make a
difference for how users would like to be informed about transaction stati? If so, which thresholds
can serve as signposts to assign cryptocurrencies into groups that should be treated differently with
regards to their representation in interfaces. To move towards a consistent and helpful set of guide-
lines research, it will be neccessary to both zoom in on specific user interface elements relevant for
cryptocurrencies while at the same time recognizing the heterogeneity of available cryptocurrencies.
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4.3 Reflection

The cryptocurrency and blockchain space has seen rapid growth during the brief period of time in
which this dissertation was written [24, 124]. Drawing from our own anecdotal experience, it was
remarkably difficult to find and recruit existing cryptocurrency users for our first study in 2019 [P1].
During the past three years this has changed: The number of cryptocurrency users has grown to more
than 100 million globally [24]. Figure 4.1 illustrates the ongoing adoption of cryptocurrencies by
juxtaposing it with the historic growth of Internet users from 1990 to 2000.

Comparison of Internet and Crypto User Growth
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1990 1991 1992 1993 1994 1995 1996 1997 1998 1999 2000
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Figure adapted from: Third Quarter 2021 Shareholder Letter (Coinbase, 2021), page 3
Sources: Coinbase, World Bank, Crypto.com

Figure 4.1: Comparison of Internet and crypto user growth. (Figure adapted from [24], p. 3)

The rising adoption shows that cryptocurrency and blockchain applications manage to increasingly
satisfy the needs of a growing population of users and provide value for them. By means of com-
parison these numbers also indicate at a macro-level what the findings presented in this dissertation
show at a user-level: Cryptocurrenies today are not a mature technology but one that is still under
development. The technology is difficult to get started with, new terminology and interaction models
are confusing for users, and transaction times are perceived as slow [P1, P3, P5].

Building on the comparison with the Internet in 1998, web usage then substantially differed in both
usability and use-cases from today. Then the web was hard to get started with, confronted users
with new concepts, and was slow: Connecting to the internet still required dial-up modems and
download speeds were around 56kbps [114]. And, as the rise of Napster in 1999 showed, many
regulatory issues at that time were unsolved [74]. Only over time, the technical infrastructure was
improved, interaction models and design guidelines were developed, users’ mental models adopted,

36



Concluding Remarks

and legislation was introduced to settle disputes. This development led to more useful and usable
applications being built on top of the Internet, which in turn resulted in more user growth and time
being spent online [116].

Extrapolating from this analogy, cryptocurrencies find themselves in a somewhat comparable spot
today. While the underlying infrastructure manages to support emerging use-cases, it is still evolving.
The breath of different cryptocurrency and blockchain projects that have emerged over the past years
and attracted substantial investments highlights that the field is still experimenting how to improve
and overcome its existing limitations [26, 57]. As the recent downfall of Terra Luna showed [117],
this experimentation will not proceed without some approaches failing. Ultimately only time will
show which solutions will emerge successfully.

Reflecting on this larger development, the findings presented in this dissertation need to be viewed as a
snapshot in time reflecting the usability of cryptocurrency applications in 2022. The results discussed
in our publications point to many of the issues that require further research and development to en-
able more usable cryptocurrency applications in the future. The heterogeneity of challenges we found
indicates that solutions to them will likely come from a variety of sources: technical innovations, de-
sign guidelines from within the HCI community, educational approaches, learning effects of users
over time, and regulatory approaches. It further highlights the importance of the Human-Computer
Interaction community to actively engage in the ongoing process of developing cryptocurrency tech-
nology by integrating the human-centered perspective into the discussion through both empirical,
conceptual, and constructive approaches.

4.4 Concluding Remarks

The best way to predict the future is to create it.
Peter Drucker

History is littered with predictions about the success or demise of technologies that turned out to be
spectacularly wrong (see e.g [128, 132]). While, with the power of hindsight, these past projections
are an amusing reminder of the past, they also tell us that predicting the future is not an easy feat.
History shows that extrapolating from today’s use cases to predict which new applications may arise
on top of emerging technologies is inherently difficult. When packet networks were developed in the
1960s [82] their creators probably did not think that one day their technology would enable instant
video calls around the globe [116], web applications connecting billions of people [46], or robotic
surgeries conducted by doctors in countries far apart [7, 11].

The public conversation surrounding cryptocurrencies today seems to be characterized by oscillating
predictions about either their soon-to-expect spectacular downfall (e.g. [21]) or their breathtaking
potential to challenge and overthrow existing financial systems (e.g. [92]). Reflecting on my learn-
ings over the past four years, I believe a moderated view is more appropriate to foster a constructive
discussion where the future of cryptocurrencies is headed. Cryptocurrencies today are rightfully crit-
icized for many aspects along which they fall short: their usability, their environmental impact, their
economic viability, and even their threat to established monetary systems. However, this criticism
does not speak for the inadequacy of the technology itself but rather its early stage. There is the
need for further research and development across disciplines. Only the interplay of technical, social,
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Conclusion

and regulatory fields will move the space forward. As with any new technology, there are risks and
opportunities that we just have started to understand. By practicing intellectual humility in exploring
the tradeoffs surrounding the use of the technology, we will be able to shape cryptocurrencies to serve
our society for the better.

I hope that the work presented in this dissertation contributes its humble part to this end and can
serve as a foundation for future research and practice. If anything, it shows that the usability of cryp-
tocurrencies is not fixed, but can be improved with user-centered methods: by better understanding
users, working with them to prototype solutions, and iteratively testing and improving them. There
are without doubt many questions and problems surrounding cryptocurrencies that are in need of
answers moving forward. But if history has shown anything, then that there is no limit to human
ingenuity. And while we cannot predict the future, we can proactively shape it.
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