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ABSTRACT discusses three stages of blockchain evolution: Blockchain 1.0

In recent years, cryptocurrencies have increasingly gained
interest. The underlying technology, Blockchain, shifts the
responsibility for securing assets to the end-user and requires
them to manage their (private) keys. Little attention has been
given to how cryptocurrency users handle the challenges of
key management in practice and how they select the tools to
do so. To close this gap, we conducted semi-structured in-
terviews (N=10). Our thematic analysis revealed prominent
themes surrounding motivation, risk assessment, and coin man-
agement tool usage in practice. We found that the choice of
tools is driven by how users assess and balance the key risks
that can lead to loss: the risk of (1) human error, (2) betrayal,
and (3) malicious attacks. We derive a model, explaining how
risk assessment and intended usage drive the decision which
tools to use. Our work is complemented by discussing design
implications for building systems for the crypto economy.
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INTRODUCTION

Driven by the rise in popularity of cryptocurrencies, Block-
chain technology is receiving increased interest from practi-
tioners and researchers alike. By the end of 2019, the number
of wallet users has grown to exceed 42 million [49]. A total
of 4993 cryptocurrencies are tracked on http://coinmarketcap.
com/, with a combined market capitalization exceeding 195 bil-
lion USD. Despite the large body of alternative coins, Bitcoin
[42] remains by far the most widespread cryptocurrency, with
a market capitalization of 130 billion USD [15].

While cryptocurrencies remain the predominant application of
Blockchain technology, there is considerable ongoing develop-
ment in both industry and research. Advocates of blockchain
view the technology as potentially transformative [21]. Swan
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as digital currency, Blockchain 2.0 as digital economy, and
Blockchain 3.0 as digital society [48]. Efanov and Roschin
discuss the all-pervasive impact of blockchain technology and
propose use cases in the fields of art, science, education, public
goods, culture, and communication [18]. Elsden et al. provide
the first topology of Blockchain applications for HCI, iden-
tify seven overarching ‘families’ of Blockchain applications —
underlying infrastructure, currency, financial services, proof-
as-a-service, property and ownership, identity management
and governance — and argue for an active role of the HCI
community in the Blockchain domain [21].

At the same time, cryptocurrencies users still face major un-
solved challenges: user interfaces suffer from usability issues
[8, 22, 27, 37], there remain fundamental trust challenges [6,
26, 34, 44, 45], cryptocurrencies are complex to understand
[21, 22] and have a high entry-barrier for people with less
technical knowledge [31]. With more blockchain-based ser-
vices emerging, it is important to understand which challenges
people face — to ultimately design solutions around them and
facilitate the development of more inclusive systems that allow
users without deep technical knowledge to participate in the
crypto economy of tomorrow.

A large part of the complexity originates from private / public
key cryptography Blockchain builds on. It shifts the responsi-
bility to securely manage private keys to the end-user. Cryp-
tocurrencies today offer a valuable opportunity to investigate
how users manage arising security challenges in practice. Pre-
vious research of key management in the context of cryptocur-
rencies focused on the available tools [3, 22] and providing a
quantitative macro view of security practices of Bitcoin users
[37]. However, there remains a lack of qualitative insight into
the security practices of cryptocurrency users.

To address this, we conducted semi-structured interviews with
10 users, investigating their experiences and security practices
using cryptocurrencies. We identified 3 themes through the-
matic analysis concerning (1) motivation, (2) risk assessment
and (3) coin management tool (CMT) usage.

We found that users’ knowledge and understanding of security
practices influence the choice of CMTs, as does the intent
to use as an asset or as a currency. Not all users have either
the motivation or knowledge to securely manage their keys
on their own. Custodial CMTs, abstracting key management
away from the end-user, are seen as a convenient alternative
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to self-managed solutions for some, while others categorically
advise against them. Those managing their keys themselves go
to great length to secure their backups resorting to redundancy
and also more traditional means, such as bank deposit boxes.
Contrary to previous research, financial interest revealed it-
self to be the predominant motivator of users. This indicates
that cryptocurrencies have started to move beyond the early
adopters (who did so out of ideological and technological in-
terest) to a broader audience (who does so out of utility). From
our findings, we distill a model explaining how the dynamics
can be used to better understand cryptocurrency users and
explore design implications for research and practice.

Contribution Statement: The main contributions of this
work are (1) a qualitative investigation of current cryptocur-
rency users’ security practices; (2) a model explaining how risk
assessment and intended usage influence users’ tool choice;
and (3) design implications for designing future systems.

BACKGROUND AND RELATED WORK

Our work draws from several strands of research, most notably
research on blockchain applications from an HCI perspective
as well as research on security and privacy practices of users.

Blockchain: Terms and Concepts

Bitcoin is a digital currency introduced by pseudonymous
identity Satoshi Nakamoto in 2008 as ‘a Peer-to-Peer Elec-
tronic Cash System’ [42]. Bitcoin allocates units of value
by maintaining a public distributed ledger of all transactions,
making use of a technology known as Blockchain. This ledger
is maintained by a decentralized network and makes use of
a novel method to reach consensus on the valid state of the
ledger, without the need for a trusted central authority. The
transaction validation within the system is called mining. Par-
ticipating actors compete for transaction fees and a reward for
being the first to validate a block of transactions [34].

A critical component for this to work is private / public key
cryptography. Bitcoin addresses are pseudonymous and de-
rived from the public key of an account. To prove ownership,
transactions are signed with the private key of the sending
account to be accepted by the system. Knowledge of a private
key grants access to the associated funds. Loss of a private key
results in loss of access to those funds. Owning cryptocurrency
in reality means, owning private keys to specific accounts on
the public blockchain. Consequently, it is a critical task for
users to maintain and secure these keys. This is done with
cryptocurrency clients, commonly known as wallets [22].

Since the introduction of Bitcoin, a substantial number of
alternative cryptocurrencies have been introduced. Bonneau
et al. provide a first systematic exposition of these second-
generation cryptocurrencies [10]. Initially, mining was the
only way to obtain cryptocurrencies. Today, there are many ex-
changes that allow users to buy, sell, and exchange these cryp-
tocurrencies. Some of these cryptocurrencies aim to provide
additional functionality, enabling ‘Smart Contracts’ and ulti-
mately ‘Decentralized Autonomous Organizations (DAOs)’.
Ethereum, one of the most advanced projects, aims to ‘to pro-
vide a blockchain with a built-in fully fledged Turing-complete
programming language’ [14].

There is a growing body of research surrounding Blockchain
technology, investigating the potential impact it could have on
future use cases. Swan’s discussion on the stages of blockchain
development — Blockchain 1.0 as digital currency, Blockchain
2.0 as digital economy, and Blockchain 3.0 as digital society
— is picked up by Elsden et al. and Efanov and Roschin [18,
21, 48]. In an aim to create the first topology of Blockchain
applications for the HCI community, Elsden et al. cataloged
over 200 applications of Blockchain and identified 7 overarch-
ing ‘families’: Underlying Infrastructure, Currency, Financial
Services, Proof-As-A-Service, Property and Ownership, Iden-
tity Management and Governance. They base their topology
on applications available or in development today and discuss
specific use cases in depth, including examples [21]. Efanov
an Roschin describe application use cases beyond currency
and financial use i.e. in the fields of art, science, education,
public goods, culture and communication and expand on M2M
interactions in the context of the Internet of Things (IoT) and
Digital Identity [18].

While the concept of a blockchain-based ‘Digital Economy’
may seem like in a distant future, the concept of a machine-to-
machine (M2M) electrical market is already being explored [2,
47]. Wu et al. showed the feasibility of using smart contracts
to manage the demand side of a grid by simulation [51].

Blockchain and HCI

There is an emerging body of research dealing with blockchain
in HCI. Elsden et al. provide the first broader summary on
Blockchain research in the HCI community [21].

Experiences and Motivation

Several publications report on the experiences and motivations
of Bitcoin users [27, 36, 37, 44]. Sas and Khairuddin focused
on Bitcoin-related practices in the context of a developing
country at the example of Malaysian Bitcoin users [36, 44].
Gao interviewed both users and non-users of Bitcoin in the
US [27]. Krombholz presents a survey of 990 Bitcoin users,
complemented by interviews with frequent users [37].

While the motivation of users is reported in most instances, re-
sults are difficult to compare as there is no common taxonomy.
Khairuddin et al. report the ‘Oncoming Monetary Revolution’,
‘Empowerment Associated With the Use of a Decentralized
Cryptocurrency’ and ‘Perceived (Material) Value’ [36]. Later,
Sas and Khairuddin reduce motivation to ‘Economic Ratio-
nale’, subsuming ‘distrust in financial institutions’, ‘security’
and ‘speculation’ [45]. Krombholz et al. identified ‘Decentral-
ized nature’ and ‘curiosity’ as main motivators [37].

Trust an Values

Sas and Khairuddin further explore the role of trust in the con-
text of Bitcoin, arguing for research into technological, social
and institutional trust as well as stakeholder groups (miners,
users, exchanges, merchants, governments) in the context of
Bitcoin [44]. They identified ‘the risk of insecure transactions’
dealing with ‘dishonest traders’ as the main trust challenge
for Bitcoin users [45] and further explore the trust challenges
of miners [35]. Auinger and Riedl argue that Blockchain sys-
tems, such as Bitcoin, are not purely technical systems, but
socio-technical systems and thus not trust-free technologies.



They propose a trust framework similar to the one by Sas and
Khairuddin, with focus on the trust questions users have to
consider when using, buying, selling and owning Bitcoin [6].
Lustig and Nardi explored the concept of algorithmic author-
ity in Bitcoin online communities, identifying considerable
variance in how participants viewed the cryptocurrency and
what they valued it for. They concluded that trust in algorithms
cannot entirely substitute trust in humans [39].

Key Management

Key management has been a topic of interest in usable security
research since Whitten and Tygar first investigated the usability
of PGP 5.0 in 1999, revealing significant challenges users
faced with regards to key management [50]. More than 20
years later *Johnny’ has found his way into the title of many
publications dealing with usable key management and email
encryption as the topic remains unsolved [5].

Eskandri et al. present the first review of key management
in the context of Bitcoin in 2015. They remark that users are
challenged to ensure their keys be simultaneously accessi-
ble, resistant to digital theft and resilient to loss. While they
conclude that Bitcoin key management shares fundamental
challenges of key management in general, they emphasize
their observations that ‘developers in the Bitcoin ecosystem
are making innovative attempts to solve decades-old problems
of usable key management’, calling for further investigation
user- behavior [22].

Krombholz et al. report on practices of Bitcoin management.
They found most users resort to a password-protected wallet.
Users of web clients have less background knowledge and
are less likely to have backed up their wallets. 22.5% of users
had to face a loss of Bitcoin, half of which were attributed
to self-induced errors. They conclude that managing Bitcoins
remains a major challenge for users [37].

Bonneau et al. identified strategies developers of Bitcoin soft-
ware deployed to mask the complexities of key management:
keys stored on device, password protected wallets, offline
storage, air-gapped and hardware storage and hosted wallets
[10]. Eskandari et al. propose an evaluation framework for
key management approaches [22]. Krombholz et al. propose
a methodology to categorize wallets based on their degree of
control over key management operations. They introduce the
term Coin Management Tool (CMT) as a name, capturing the
functionality Bitcoin clients offer, as the term ‘wallet’ was
defined as a ‘collection of private keys’ originally [32, 37].

We build on the proposed categorization approaches and dif-
ferentiate between self-managed and custodial CMTs. Self-
Managed CMTs require the user to manage their keys. Custo-
dial CMTs take over key management for end users.

User Attitudes Towards Security And Privacy

An important part of building secure systems is to understand
how users actually engage with those. This holds true for
cryptocurrency systems especially, given that they delegate
security-related tasks to the end user. Security and privacy re-
searchers have found that end users differ in their willingness
to deploy and use tools to secure themselves [1, 9, 16]. Barth
and De Jong describe the privacy paradox: While users claim

to be concerned about their privacy, they undertake but little to
protect it. They identify the risk-benefit calculation as major
decision-making process and discuss it through the different
lenses offered by the surveyed publications [7]. To better un-
derstand users, different measurement instruments have been
proposed to assess the attitude of users toward privacy [13]
and security [19, 20].

There have been also efforts to cluster users based on their
attitude towards security and privacy and identify common
types of users. Research from Westin [38] distinguishes three
types of users: (1) The Marginally Concerned, (2) the Fun-
damentalists and the (3) Pragmatic Majority. However, these
categories were shown to be bad predictors of user behavior.
Dupree et al. extend Westin’s model to 5 privacy personas that
differ in their knowledge of and motivation toward security
and privacy [17].

e Fundamentalists (High Knowledge, High Motivation)

Lazy Experts (High Knowledge, Low Motivation)

Technicians (Medium Knowledge, High Motivation)

Amateurs (Medium Knowledge, Medium Motivation)

Marginally Concerned (Low Knowledge, Low Motivation)

In the context of cryptocurrency it is interesting to consider
that users may differ in the motivation and ability to protect
themselves. Research indicates that cryptocurrency users are
not a homogeneous group, but that their perceptions of security
and risk differ substantially [37, 39].

Summary

From previous work, we can extract several learnings for the
context of this paper. Blockchain and cryptocurrencies remain
a complex topic to understand, primarily because they suffer
from the same challenges as key management in general. Sev-
eral accounts of Bitcoin users’ experiences provide insight
into their behavior and motivation, yet a thorough qualitative
account of how they manage security challenges is missing.
These reports have also come to age, exploring findings from
2016 and earlier, before the ‘run on cryptocurrencies‘ in 2017 —
this may have led to a different composition of cryptocurrency
users as well as a change in their behavior today. The work of
Dupree et al. shows that knowledge and motivation on how se-
curity differs between people, something worth also exploring
among cryptocurrency users. Eskandari et al. emphasized the
innovative approaches of developers in the Bitcoin ecosystem
back in 2015. Five years later, we think it is worth looking at
how users manage their cryptocurrency today.

METHOD

In this section, we describe our research approach, the appa-
ratus of questions guiding the semi-structured interviews and
the coding and analysis process.

Approach

We conducted semi-structured interviews via Skype! between
September 4th and 28th, 2019. The interviews lasted between
37 and 54 minutes (in total 451 minutes), were conducted in
German language, audio-recorded and fully transcribed.

1https ://skype.com


https://skype.com

Apparatus

The interviews explored the challenges users face when
managing cryptocurrencies in practice. The question cata-
logue was derived based on a qualitative analysis of posts
and discussion in online forums (reddit.com/r/bitcoin, bit-
coin.stackexchange.com and blockchainjournal.news) dealing
with challenges of managing cryptocurrencies securely, col-
lected during August 2019. We inquired about the following
topics during the interviews and probed deeper when interest-
ing topics emerged.

e Cryptocurrency ownership: Which cryptocurrencies do you
own? Why did you start to get involved with cryptocurren-
cies? How to you manage / use your cryptocurrencies?

e Wallet Usage: Which wallets do you use? How do you
use them? Why did you decide for these wallets? Can you
remember problems you encountered while using wallets?

e Backup Behavior: How do you approach backups in gen-
eral? How do you store mnemonics? Can you remember a
time, when you had to use your backup(s)? Do you think
your backups are stored securely?

e Demographic Information: Age, Gender, Highest Finished
Education, Affinity for Technology Interaction (ATI) scale
[4, 25], self-assessed experience with Blockchain (5-item
Likert scale)

Recruiting

For this study, we recruited 10 cryptocurrency users between
19 and 36 (mean 27.2) years old. Participants were recruited
using local networks in Munich, Germany. An initial outreach
to identify participants was shared via the local blockchain
meetup group and a university Slack” channel. From initially
16 responses, 10 participants scheduled the interview.

Data Analysis

For data analysis, we used thematic analysis following the 6-
step process described by Braun and Clark, using an inductive
approach [11]. The initial data set consisted of the transcribed
interviews. To freely explore and organize emerging codes and
themes we performed the initial three steps with printed ver-
sions of the transcript, before digitizing the codes and themes
in subsequent iterations. As themes started to emerge during
the iterative process, we included the previously collected
dataset of online discussion to validate the identified themes.
Figure 1 provides a snapshot of the process.

FINDINGS

From 10 participants, 9 were male. 5 participants are students,
5 participants are employed or work in their own company.
Their highest finished education are High School (2), Bachelor
Degree (3), Masters Degree (5). Participants are all located in
Germany and Switzerland and have 3 different nationalities:
8 German, 1 Swiss and 1 US American. 5 participants are
from business administration related fields, 5 from IT-related
fields. 5 participants have worked with Blockchain technology
during their studies or current employment already.

2https ://slack.com

Figure 1. We used thematic analysis to analyze data collected from inter-
views and from online forums. To freely explore the data sets the initial
steps were performed with printed transcripts.

The Affinity for Technology Interaction (ATI) score describes
a person’s tendency to actively engage in intensive technology
interaction, or to avoid it. A score of 6 represents a high affinity
for technology interaction and a score of 1 the opposite. Our
participants rank between 1.56 and 5.78 (mean 4.76), showing
a broad range of scores among the interviewees. [4, 25].

The participants have between 2 and 6 years (mean 3.6) of
experience with cryptocurrencies (two participants did not
disclose their experience in years). We asked participants to
self-select experience with cryptocurrencies on a Likert-Scale
from 1-5. The self-assessments range from 1 to 5 (mean 3.8).

All participants owned cryptocurrencies themselves. 7 par-
ticipants disclosed which cryptocurrencies they owned. The
number of different crypocurrencies listed per participant var-
ied between 2 and 15. All of them listed Bitcoin and Ethereum.
We further asked participants to provide a valuation in Euros
of their cryptocurrencies at the current point in time. 8 partici-
pants agreed to do so, providing estimates between EUR 50
and EUR 25.000 (mean EUR 10.534).

Through the interview process and subsequent analysis, promi-
nent themes emerged surrounding motivation, risks, and tool
usage. Interviewee statements are denoted with "P" and state-
ments from users in online forums with "W". Interview state-
ments (P) were translated into English. Statements from online
forums (W) were re-written to preserve their privacy [24, 12].

Motivation

The motivation to engage with cryptocurrencies varies be-
tween participants, though all of them could be attributed to
either (1) financial interest, (2) ideological interest or (3) tech-
nical interest. These motivators are not mutually exclusive and
most interviewees are motivated by a combination of them.

Financial Interest

We found financial interest to be the most frequently men-
tioned motivator for why people engage with cryptocurrencies
— 8 of the 10 mentioned it. P1 stated, "I view it as an invest-
ment, i.e. I expect an increase in value." and P7 shared that
he engaged with cryptocurrencies for "speculation". However,
they are not just seen as an investment opportunity, but also as
a means for value preservation. P4 stated that he asked himself,
"How can I make sure that I don’t lose what I have earned?".
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While it sounds trivial that people are motivated by financial in-
terest to engage with cryptocurrencies, this contradicts earlier
findings by Krombholz et al. who identified the "decentralized
nature” and "simple curiosity” as primary motivators [37].

Research indicates that cryptocurrencies are used primarily as
an asset and not as currency [27, 30, 45]. Our analysis indicates
the desire of practitioners to use it as a currency: P4 stated, "/
would like to use it on a day-to-day basis" and P10, "I would
like to spend it in the real world". However, practitioners agree
that a lack of options to spend cryptocurrency is holding them
back from doing so.

Ideological Interest

Some participants are motivated by ideology, i.e. the "decen-
tralized nature" of cryptocurrencies. However, nobody men-
tioned ideological reasons as sole motivation. P2 stated, "I do
believe in the technology [... ] but I also think the ideological
idea behind the movement is very interesting. Thus, a mix of
curiosity of ideology and technical and economic conviction.".
P4 added an interesting perspective by sharing, "I am from
Bulgaria. I know what could happen there. There was a hyper-
inflation. The people lost their entire savings [. .. ] [ have been
very sceptical about central banks since the financial crisis.".

Krombholz et al. reported a similar case in their sample of
qualitative interviews. For one participant, Bitcoin presented
it as a secure alternative to receive money in Crimea during
the Ukrainian-Russian conflict [37]. Similarly, a 2019 report
on cryptocurrencies by the Dutch Bank ING surveying close
to 15.000 people in 15 countries found that 61% of respon-
dents from Turkey were most positive about the future of cryp-
tocurrencies. In comparison, only 20% of participants from
Germany and 31% from the US showed positive attitudes to-
wards the future of cryptocurrencies [33]. The socio-political
environment people find themselves in may have a significant
impact on their motivation and intent to use cryptocurrencies.

Technological Interest

Curiosity in the technology was the third motivator we iden-
tified. P10 explained, "[...] to try it out. To better understand
the technology. And especially with Ethereum to play around
with Smart Contracts". P2 stated, "I think it is exciting to be
at the technological frontline" and P8, "Mainly technical in-
terest. I started engaging with cryptos in practice. So, not just
with cryptocurrencies but with fundamental blockchain and
distributed ledger technology.". These statements are in line
with earlier findings. Krombolz et al. identified "curiosity" as
the second strongest motivator in their sample [37].

Risk Assessment

Krombholz et al. found that 22.5% of their sample had lost
cryptocurrencies. Of these incidents, 43.2% were account to
the fault of the user, 26.5% to a hardware failure, 24.4% to
a software failure and 18% to security breaches [37]. The
questions on how to best secure crypto assets and minimize
the risk of losing them are therefore vivid discussion points.

Our analysis identified three essential sources of risk that can
lead to the loss of cryptocurrency. Users have to deal with
the (1) Risk of Human Error, the (2) Risk of Betrayal and the

(3) Risk of Malicious Attacks. Previous research by Sas and
Kahiruddin interviewing 20 Malaysian Bitcoin users similarly
identified risks with the specific focus on transactions: (R1)
Risks due to User’s Challenges of Handling Passwords, (R2)
Risks Due to Hackers’ Malicious Attack, (R3) Risks due to
Failure to Recover from Human Error of Malice, (R4) Risks
from Dishonest Partner of a Transaction [45]. Our definitions
differ in that they are not limited to transactions, but apply
to cryptocurrency usage in general. Risk of Human Error en-
compasses all risk rooted in user behavior, including R1 and
R3. Risk of Trust includes all stakeholders involved directly or
indirectly with buying, selling and managing cryptocurrencies.
Risk of Malicious Attacks extended beyond the digital realm
and the risk of physical attacks as well.

Risk of Human Error

The decentralized nature of cryptocurrencies does not only
shift the control over assets but also the responsibility for
securing them to the end-user. Mistakes made by users can,
therefore, lead to the loss (of access) to the managed crypto
assets. Practitioners are generally aware of this, as P10 put it,
"If you lost your private key, your are f*cked".

P2 was generally afraid to not adequately handle technology.
He described his feeling when using his mnemonic recovery
key: "Whenever I do something with mnemonics, I have a
weird feeling even though there is not much that can go wrong.
It always feels just like there is this pressure, like, ’Oh God, if
you do something wrong now, in the worst case everything is
gone’. You cannot call anyone. You cannot reset anything.".

There is a fear of forgetting critical information to access
crypto assets, such as passwords, private keys or physical
backup location: "Memorization is not the best idea. I wrote
my seed phrase on paper and now I can’t remember where |
hid it." (W1).

Finally, there are the fears of inadequately storing or losing
critical information. Examples are losing the seed phrase, mis-
spelling the seed phrase, selecting the wrong storage medium
or location ultimately leading to breakdown or destruction
of the stored information. On how to store backup phrases
(mnemomics) P4 remarked: "Paper is sort of safe until you
think about what would happen if the apartment burnt down".

Risk Betrayal

‘While blockchain enables trustless consensus, social trust be-
tween stakeholders is still necessary [6, 44, 45]: "You always
need a gateway into the decentral system. So there will always
be someone" (P3). Placing one’s trust into a third party carries
an inherent risk that this third party may not act according to
expectations and ultimately betray one’s trust. This risk is not
necessarily unique to cryptocurrencies.

Custodial CMTs provide a way to participate in the crypto
economy without the need to deal with key management. How-
ever, for this to work there is the need to trust the custody
provider to handle one’s keys. Some participants expressed
distrust of these services, best captured by the phrase "not your
keys, not your crypto” (P1, P2, P8, P10). This sentiment is
rooted in a fear of placing trust in the wrong guardian. Using
a centralized service to manage assets is for some in direct



conflict with the decentralized nature of blockchain technol-
ogy. P8 said, "Custodial wallets are pure fiction [... ] If they
are bankrupt or they want to betray you, they just take the real
hardware wallet and run away". However, this risk is not lim-
ited to custodial CMTs, but more generally applies to all third
parties involved directly or indirectly with buying, selling and
managing cryptocurrencies. P10 illustrated this point with the
example of a cloud storage provider: "If I put the private key
of my decentral cryptocurrency into a Google Drive, I should
expect that someone looks at it." , adding "What if Google
cooperates with the government and they hand out some data
... Therefore, I would never store it in Cloud Storage.".

Risk of Malicious Attack

Discussions regarding malicious attacks revolve around three
core topics: the self-managed CMT getting compromised, the
custodial CMT getting compromised, and physical attacks.

A common fear of users is that the self-managed CMT could
get compromised, allowing attackers to gain access to their
funds. Digital storage methods of keys and mnemonics are
viewed as less secure than physical storage. W4 stated, "Do
not store mnemonics digitally - you are asking for hacker
attacks.”" and W3 confirmed, "If you store your seed phrase
digitally, you increase your attack surface enormously.”. As
a result, some recommend the use of hardware wallets that
are not connected to the internet and thus less susceptible to
attacks. P1 said, "In my opinion, hardware wallets take away
the majority of errors users can make [. .. ] In the end, my PC
could be infested with 5 viruses but my private key would not
be stolen.". P10 shared this view, "I can use hardware wallets
on virus-infested computers without my money being stolen".

W2 made an interesting point stating, "I think those who can
handle the complexity of cold storage and hardware wallets do
so anyway. Because when it comes to security against external
attackers, these solutions are more secure. However, when all
causes of Bitcoin loss are considered, the probability of loss
is more likely to be due to user errors than to device hacks.".
This notion is not unfounded — it coincides with the findings
of Krombholz et al. that listed security breaches as the least
common reason of Bitcoin loss. Bitcoin loss was caused by
user mistakes twice as often as by security breaches [37].

Practitioners also fear that custodial CMTs, such as exchanges,
are an attractive target for attackers. This fear is rooted in a
rich history of incidents in the past, most notably the infamous
hack of the at the time largest Bitcoin exchange mt.gox in 2014
during which Bitcoin worth USD 460 million were stolen [40,
41]. P1 concluded, "We have seen it more than once that
Exchanges were hacked or that the founders ran off with the
funds of their customers".

Malicious Attacks are not neccesarily confined to the digital
realm. Physical attacks can take two forms: (1) theft of creden-
tials and backups and (2) attacks on the owner forcing them to
provide access to their CMT. W5 summarized his thoughts on
theft as follows: "I can imagine that in the future, a burglar
will know exactly what to do if he opens a drawer (or safe)
and finds a laminated piece of paper with a seed phrase on
it. In 1950 a thief would not have bothered to find a plastic

card with a bunch of numbers in a wallet. But by 1960, every
criminal knew exactly how to use a credit card.". With regards
to robbery, P1 said, "Even if I was kidnapped and tortured,
I could never give away my private key.”". W11 suggests a
different approach for the event of robbery, "Put an amount
large enough that a thief cannot resist, into your wallet without
password and the rest into a password protected wallet.".

Coin Management Tool (CMT) Usage

The choice of Coin Management Tools by practitioners
emerged as the third theme. Our findings indicate that there
is no "silver bullet", no "one-size-fits-all solution" that works
for all users and use cases. Rather, practitioners use both self-
managed and custodial CMTs in parallel. They store backups
redundantly and are aware of the challenges current CMTs
brings about.

Use of Multiple CMTs

More than half of the participants reported to use both self-
managed and custodial CMTs. The reasons behind choosing to
use either type are consistent between participants. Users opt-
ing to use self-managed CMTs emphasise that only ownership
of the private keys ensures ownership of cryptocurrency. This
mindset is captured by the commonly used phrase "not your
keys, not your crypto” (P1, P2, P8, P10). Users of custodial
platforms value the usability and convenience they provide.
Asked for his motivation, P3 explained, "Because it has a lot
of convenience. Honestly, does one really need to know one’s
keys? Do I really need to have access to them?". P7 further
argued that using a custodial CMT is a feature, as he is not
solely responsible in case of a problem. He said, "Do I trust
the producer of the hardware wallet that the system will work
in the future? As with Coinbase, other people have interest in
it. Meaning, if there are problems, there will be a solution. If
my personal hardware wallet breaks down, there is only me
who has an interest in it. Worst case there will be not solution
and my money is gone.".

Participants using both self-managed and custodial CMTs do
so for different use cases. Custodial wallets are used for spend-
ing and acquiring cryptocurrencies, whereas self-managed
CMTs, specifically HW wallets, are seen as long-term stor-
age for larger sums. P4 explained, "There is not necessarily
the need for one perfect thing for everything [... ] The safe
securely back home and a wallet of third parties for everyday
use". P8 claimed to use custodial CMTs only for buying: "/
use custodial wallets only to buy cryptocurrencies", as did P2:
"On Coinbase I only buy and sell and then send it directly
to my ledger ... except for smaller sums". This approach is
similar to what Eskandari et al. propose: keeping small ready-
to-spend amounts in online wallets and larger sums in more
secure and difficult to access storage [22].

CMTs are not necessarily digital, either. Examples are services
by banks, offering to handle the investment and storage of
cryptocurrencies. P6 mentioned, "There are already several
private banks here which offer good solutions. These would
be the Bank von Tovel und Bank Frick, who have been doing
this for a long time now.".



Backups Stored Redundantly

Backup of the private keys or the seed phrases are well dis-
cussed topics. We found that redundant backup storage is
common practice among all users with self-managed CMTs.
Most users store backups in the form of mnemonics: 12 or 24
letter sentences that encode the seed phrase used to generate
the master key of a wallet [52, 43]. They store multiple copies,
in multiple locations and combine different methods to do so.
P1 explained his rational for redundant locations as safeguard
against environmental threats: "In my opinion, the best protec-
tion against environmental damage is redundancy. This means
to not store my keys at one location, but to create maybe two
backups and store them at geographically different places.".
Using multiple locations is also commonly recommended in
online forums. W8 for example recommended, "The most reli-
able way to keep your seed/secret key safe is to have numerous
instances in different locations, perhaps in various formats,
and even better if the keys are split.".

These comments suggest that most users store these backups
redundantly to avoid accidental loss or destruction. This natu-
rally increases the probability a third party could gain access.
To mitigate this, users employ additional strategies. P2 stores
his backup in a safe, "The ones for my Ledger Nano S are
lying in a safe" and P8 splits his backup and stores the parts
in two fireproof safes, "[... ] just splitting the key in two parts.
And then physically transport it in two fireproof safes". Some
users combine digital solutions with offline storage. P2 stated
he additionally stores his backups, "Having it encrypted on my
laptop, deposit box in a bank and additionally some metal box
lying around somewhere at home". Some tech-savvy partici-
pants resort to the use of encryption. W10 for example stated
to use PGP: "I encrypt the keys of my wallet with PGP and
send an email to my own account and someone I trust. Voila.".

The collected data indicates that for backup storage there is
no one-size-fits-all solution as well, causing users to resort
to a combination of them: "Every storage technique has its
shortcomings. The optimum is always to diversify" (P10).

Awareness of Usability Challenges
Another characteristic of interviewees is their awareness and
acknowledgement of current issues with cryptocurrencies.

Many users perceive dealing with key management as a
burden and bad usability. This is in line with prior usable
security research [22, 28, 29, 50]. Not having to deal with keys
is perceived as better usability. P3 said, "The best usage for
me would be to never see a private key or public key again.
Optimal usage would be as simple as N26 banking today". For
these users, custodial CMTs, which shield them from having
to deal with key management, are convenient. P8 explained the
advantage of custodial CMTs, "The usability of such wallets
is far better. Because it is easier. Because you do not have to
take care of any key management.". P7 is convinced that key
management is not the best solution, "At the same time, I do
not believe that local management is the best solution for all
people". He added, "I believe, there is a large customer group
Sfor whom it makes a lot of sense to trust a central entity instead
of managing it themselves". P8 concluded that there could be
different groups of CMTs for different users, "There may be

several groups. The first group has exceptional usability. The
middle group is maybe encrypted — here MetaMask is very
successful, but requires a lot of knowledge. And then there are
things like Hardware wallets that are much more technical
and more secure, but less convenient".

Self-managed CMTs largely expose the underlying tech-
nology, blockchain, to the user. P4 is convinced that security
needs to be at a level where the majority of people can use
it: "There will not be something like absolute security as long
as humans are involved |[. .. | Rather, the point is how can we
provide the best security for most people so that most people
can use it". Several users suggested forms of biometric authen-
tification as one solution (P3, P4, P8, P9). P3 thought, "Maybe
a fingerprint or retina scan will suffice in the future".

Established naming concepts are perceived as bad
metaphors that do not translate well to the concepts be-
hind them. This makes it difficult for new users to asses possi-
ble consequences of these concepts. P10 said, "I think a wallet
has nothing to do with a wallet in which I put my bills. It is
rather a box where I put my keys. This was simply a poor
choice of labeling to understand what it really does." and con-
tinued, "The choice of words regarding 'wallets’ is wrong |[... |
Recovery phrase sounds nothing like something private. It does
not imply that, if you lose it, all your crypto might be gone".
From evaluating 6 Bitcoin key management clients Eskandari
et al. concluded that "tasks involving key management can be
mired in complex metaphors and confusing abstractions" [22].

There is a high technical entry-barrier new users need to
clear before starting with cryptocurrencies. The complex-
ity of the topic and the required technical knowledge make
it difficult to use self-managed CMTs and provide many pit-
falls for new users (increasing the Risk of Human Error). P1
stated, "Creating a wallet is quite complicated for someone
doing it the first time. At this point nobody is aware of the
consequences of what they are doing". P10 argued, "The best
entry point is to engage with the topic on a technical level"
and further explained, "As non-technical user one should know
that from the mnemonic the private key is created and that it
has to be treated even more confidential". P8 feels onboard-
ing needs to be improved, "I think that onboarding has to be
improved everywhere". Also Glomann et al. identified "The
Onboarding Challenge" as one of the problems slowing down
mainstream adoption of blockchain-based systems [31].

THEORETICAL IMPLICATIONS

We discuss the implications of our findings for HCI research
on cryptocurrencies and blockchain systems. These are mostly
valid for cryptocurrency users, but may be valuable to under-
stand users interacting with other blockchain technologies.

Our findings indicate that all users are aware of the importance
of keeping their cryptocurrency secure. Their strategies on how
to achieve this, however, differ. Some users opt for a strict "not
your keys, not your crypto" strategy, using only self-managed
solutions while others choose to delegate key management
all together to a custodial service. Some users advocate for
offline storage in hardware wallets, while others manage them
on internet-connected devices or web-based systems.



In choosing their tools, users need to balance the different
sources of risk — Risk of Human Error, Risk of Betrayal,
Risk of Malicious Attack. This happens largely along two di-
mensions. Firstly, users need to decide between self-managed
and custodial CMTs. Secondly, users need to decide between
CMTs disconnected from or connected to the internet.

Self-Managed CMT vs Custodial CMT

The decision to choose either self-managed or custodial
services translates to balancing the Risk of Human Error
against the Risk of Betrayal. For every individual user, this
balance is different as it is influenced by their attitude toward
security. As both motivation and knowledge of how to deploy
security mechanisms influence this balance, Dupree et al.’s
model of Privacy Personas lends itself as a valuable tool. Fig-
ure 2 exhibits this tension by showing two Privacy Personas
on opposite sides of the spectrum. To illustrate this point we
chose the extreme positions of the Privacy Personas [17].

R
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of Betrayal (High Motivation, High Knowledge) Human Error
“1 am dependent” “1 have control”
ol o ] Self-
CU(S:"(\;(.JrIO Managed
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“lt is convenient” “lt is complicated”
Low Risk of Marginally Concerned High Risk of
Betrayal (Low Motivation, Low Knowledge) Human Error

Figure 2. Motivation and Knowledge of security influences how users
choose between self-managed and custodial CMTs.

Fundamentalists are characterized by a high motivation to and
high knowledge of how to employ security. They value fine-
grained access to security settings and generally view others
as uneducated and insecure [17]. Consequently, they value the
control over security self-managed CMTs offer. They know
how to securely manage their keys and view it as unlikely that
they will lose cryptocurrency through their own mistakes —
they assess the Risk of Human Error to be low. From their
perspective moving towards custodial CMTs is seen as giving
up control and becoming dependent on a potentially insecure
third party, ultimately increasing the Risk of Betrayal.

The Marginally Concerned have low motivation and knowl-
edge about security concepts. They generally trust websites
claiming to be secure. They know threats exist, but view it as
unlikely that something will happen to them [17]. For them
having to deal with key management is a burden. It is com-
plicated. At best it is bad usability and at worst the source of
mistakes that lead to the loss of their cryptocurrency. Custo-
dial CMTs shield them from the technical complexity of key
management and provide a familiar and convenient way to en-
gage with cryptocurrencies. They trust the custodial service to
provide better security than they could and assess the Risk of
Betrayal as low. For them, moving from Custodial CMTs to
Self-Managed CMTs is seen as a loss of convenience through
additional complexity, increasing the Risk of Human Error.

Isolated CMT vs Connected CMT

The decision of whether to use a CMT isolated from or con-
nected to the internet relates back to how users assess the Risk
of Malicious Attack. To understand the decision process of
users along this dimension, we review it through the lense of
how cryptocurrency is being used. Previous research noted
the dualism of cryptocurrencies — they are both an asset and a
currency [27, 30, 45]. Assets and currencies exhibit different
characteristics. The European Central Bank defines money as
(1) a medium of exchange, (2) a store of value or (3) a unit of
account to compare values of different goods or services [23].
Glaser et al. demarcate the use of Bitcoin as an asset from the
use as a currency by whether users’ intention is trade or a store
of value [30]. Our findings indicate that this tension remains
to exist. Users tend to use different strategies and tools next to
each other to cope with the different use cases.

Figure 3 depicts how users’ intention to use cryptocurrency
as either asset (store of value) or currency (means to trade)
influences their decision to use internet connected or isolated
CMTs. Offline usage decreases the attack surface, but limits
how fast users can access it.

Low(er) Risk High(er) Risk

of Malicious Asset of Malicious
Attack Attack
“It is secure” “It could be hacked”
(e, O
Isolated Connected
CMT CMT
(e, o]
“It is (more) difficult “I can easily buy things”
to spend it”
Low(er) Risk High(er) Risk
of Malicious Currency of Malicious
Attack Attack

Figure 3. The intention to use cryptocurrencies as Assets or Currency
influences decisions between online and offline CMTs.

We distinguish Isolated CMT and Connected CMT at each
end of the spectrum. Connected CMTs are directly connected
with the internet. Isolated CMTs are strictly disconnected from
any network. These extremes define a scale on which any CMT
can be placed based on how connected it is to the internet.

Managing cryptocurrencies with a connected CMT exposes
it to potential digital attacks. Isolated CMTs are perceived to
be more secure by users, as they decrease the attack surface.
However, offline management limits how quickly users can
spend cryptocurrencies. From the perspective of an asset —
storing value over a long period of time — the time to access
the funds is not as important as securing it from potential
attackers. For the use as currency — to trade it for goods and
services — the time needed to access them and complete a
transaction is, however, crucial.

Depending on how users will use their cryptocurrencies, they
will opt for isolated CMTs, connected CMTs or a combination.

A Model to Understand Coin Management Tool Usage
Understanding these fields of tension is important to develop
better user-centric CMTs. We propose a conceptual model,
which integrates these dimensions to enable researchers and
practitioners to evaluate CMTs. Figure 4 depicts the model.



high
- no key mgmt by user - total control over keys

5 - trusted third - self-managed CMT
- z party required - internet connected
[ [ - internet connected - smaller amounts
£ g - smaller amounts - e.g. Metamask
L v - e.g. Coinbase
£
[
<
=
L
2
> - no key mgmt by user - total control over keys
3 - trusted third - self-managed CMT
[N party required - offline
u’j = - offline storage - smaller amounts

a - larger amounts - e.g. Ledger Nano
l < - e.g. Bank Frick

low

CUSTODIAL SERVICE KEY OWNERSHIP

O— Exposure of Key Management——0
low high

Figure 4. A model to explore how exposure to the internet and exposure
of key management characterizes CMTs.

The vertical axis represents the degree to which the CMT is
connected to the internet. The horizontal axis shows the degree
to which public key cryptography is exposed to the end-user.

The key decision practitioners need to make with regards to
how, i.e. with which tools, they want to participate in the crypto
economy is dependent on how they assess the likelihood of
the fundamental risks that can lead to a loss.

Different levels of key management enable control but also
impose responsibility. Choosing between self-managed CMTs
and custodial CMTs translates to balancing the Risk of Hu-
man Error against the Risk of Betrayal by a third party.
Users with high motivation and knowledge about security
mechanisms and key management will assess the risk to make
mistakes themselves as low. Consequently, they see the usage
of a custodial service as one that cause loss of control and
independence. Users with low motivation and/or knowledge of
key management will likely tend to choose a custodial CMT
to abstract the key management away from them. For them,
self-managed CMTs would reduce convenience and usability,
while increasing the risk of loss through their own mistakes.

Choosing between connected and disconnected CMTs trans-
lates to the assessment of the Risk of Malicious Attacks by
the practitioner. Managing one’s crypto assets on an internet-
enabled device, in the browser albeit, offers high mobility —
that is the speed at which they can buy goods or sell their
cryptocurrency. This naturally opens up an attack vector for
potential malicious attackers. To reduce this attack surface,
offline CMTs could be resorted to — at the cost of mobility.
For example, storing one’s hardware wallet in a bank safe may
greatly reduce the attack surface, but limit the mobility of the
assets to the time it takes to physically gain access through the
processes of the bank. Depending on whether users’ intent is
value storage (use as an asset) or means of trade (currency),
they are likely to choose a tool increasing mobility or security.

Each quadrant contains a short description of the features
CMTs in this category would exhibit, including one example
available today. These examples were chosen, because they
were mentioned during the interviews and are explained below.

CMTs connected to the internet allow users to treat their cryp-
tocurrencies as digital cash and use it to buy and sell goods.
Metamask?, for example is a wallet in the form of a browser-
extension for the cryptocurrency Ethereum. It runs directly in
the browser and allows websites to interact with by integrating
the web3.js library. It stores keys password protected in the
local browser, but requires users to protect and store the master
private key of the wallet themselves.

Coinbase” is a web-based wallet and exchange that allows
users to buy and sell a wide array of different cryptocurrencies.
While also connected to the internet, it abstracts all key man-
agement tasks. Users can authenticate via familiar username/
password and 2-factor authentication mechanism. Since the
service takes over the key management, users need to trust that
Coinbase does so with the necessary care.

Such custodial services also exist disconnected from the inter-
net. The Liechtenstein based bank Bank Frick> offers custodial
coin management through a traditional bank. Customers can
delegate the acquisition and secure storage of cryptocurren-
cies entirely to the bank. The complete offline storage makes
this method inapplicable for using cryptocurrencies to trade.
However, it greatly reduces the attack surface through which
potential attackers would gain access to them.

Users eager to maintain complete control over their keys with-
out dependence on any third party may also opt out of offline
storage methods. Besides, simple paper wallets, the Ledger
Nano S is a password protected hardware wallet enabling
offline key management. The thumbdrive-sized device is sup-
ported by a wide range of digital wallets (mobile apps) and can
be used to sign transactions for compatible cryptocurrencies.

DESIGN IMPLICATIONS

Based on the theoretical implications and our findings, we
derive three design implications [46] for researchers and prac-
titioners. CMTs should be developed with a clear target group
in mind and focused on either the use as an asset or currency.
Finally, a better understanding of cryptocurrency non-users is
needed to address impediments and challenges that keep them
from engaging with the technology.

Pick Your Target Group

The conversation around cryptocurrency security is largely led
by tech-savvy people with high knowledge and motivation to
deploy security. However, not all users have either the moti-
vation or knowledge to securely manage cryptocurrencies on
their own. Getting started with cryptocurrencies itself is per-
ceived as a complicated process and key management remains
a major challenge for non-technical users [31, 22].

3https://meta.mask. io
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As the adoption of blockchain technology continues, it is im-
portant to design for inclusiveness. We argue that there is a
need to lower the technological entry barrier to engage with the
cryptocurrencies — and in extension, blockchain technology —
to allow people without deep technical insight to participate
in the crypto economy. Custodial CMTs (e.g. coinbase.com)
are one product category where this already happens. At their
example, one can see that people are willing to engage with the
technology if they are provided with the right tools. Designers
of CMT services should consider which audience they are
building their product for and understand how balancing the
Risk of Human Error and Risk of Betrayal influence their
choice of tools.

Key management remains a challenge for users and current
CMTs are either entirely self-managed or custodial. Using the
proposed model, we hope that practitioners can go forward,
envisioning hybrid CMTs that serve new audiences.

Design for Assets or for Currency

Cryptocurrencies exhibit a dualist nature, being both an asset
and a currency. Depending on the reason users engage with
the technology, different user needs should be considered.
Developers should be aware that services for either assets or
currencies have different requirements, especially regarding
mobility and attack surface and design services accordingly.

Thinking through the lens of these different use cases should
also be reflected in the communication towards users. Practi-
tioners should aim to develop best practices specific for each
use case and find meaningful analogies to convey them to non-
technical users. For large investments emphasizing secure and
redundant offline storage following a "not your keys, not your
crypto" mindset is justified. Similarly to carrying cash in your
pocket, smaller amounts of cryptocurrency can be managed
with little downside risk in digital, custodial CMTs that allow
for quick access when spending them.

As positive real-world example with focus on enabling spend-
ing of cryptocurrency in a currency-like way is the Lightning
Network project’, enabling real-time transactions of Bitcoin.
The project decisively focuses on using cryptocurrency as a
means to trade and makes use of metaphors taken from ev-
eryday life on their website to explain the technical concept
behind it (last accessed April 18th 2020). They write, "This
is similar to how one makes many legal contracts with others,
but one does not go to court every time a contract is made.
[...] Only in the event of non-cooperation is the court involved
— but with the blockchain, the result is deterministic."

Despite these efforts, cryptocurrencies today are, contrary to
their name, predominantly used as an asset and not like a cur-
rency. Our findings indicate that this is not due to a lack of
interest, but rather a lack of supply -— users would like to use
them as currency, but cannot because of a lack of services
accepting them. As technical limitations disappear, future re-
search should investigate why merchants refrain from accept-
ing cryptocurrency and explore how to "make cryptocurrencies
as easy as online banking".

7https ://lightning.network/

10

Seek Understanding of Non-Users

Arguably, the composition of cryptocurrency users has
changed over the past 12 years. Current HCI research on cryp-
tocurrencies is, however, primarily focused on practitioners.
Findings from these studies ultimately help to understand and
improve services for those that already use them. We argue
that understanding why people are held back from engaging
with cryptocurrencies in the first place is equally important to
enabling more inclusive design.

The challenges non-users have to face might be very different
from those that have become familiar with the terms and con-
cepts. Glomann et al. stress the difficulty to find a "starting
point" to learn basic concepts as one issue for potentially in-
terested users [31]. Given the complexity of cryptocurrencies,
it would be interesting to understand how novel users work
around this issue and obtain their initial knowledge base.

The research community would further benefit from a deeper
understanding of security and privacy behavior [17, 7] in the
context of cryptocurrencies. Understanding how non-users atti-
tudes towards privacy and security differ from those of current
users would be valuable for researchers and practitioners alike.

Elsden et al. argue for the role of HCI in Engaging Partic-
ipants with Blockchain, both for knowledge exchange and
participatory design [21]. Future research should strive to in-
clude non-users in this process. Their perspective might lead to
different types of applications, such as Gateway Services [21]
mediating interactions with blockchain services, potentially
opening them up to a broader audience overall.

CONCLUSION

This paper explores users’ practices of engaging with cryp-
tocurrencies and identifies prominent themes regarding mo-
tivation, risk assessment, and CMTs usage. We discuss how
motivation and risk assessment influence CMT usage, intro-
duce a conceptual model and derive design implications. While
rooted in findings from CMT usage, we hope that this model
provides a valuable lens through which HCI researchers and
practitioners can view and understand user behavior in the
wider area of emerging blockchain-based applications.
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